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This manual is intended for IT administrators in their use of Redline or anyone wanting to learn more about Redline. It
includes installation instructions for various scenarios.

Technical Support
If you have a technical support question, please consult the GWAVA Technical Support section of our website at
www.gwava.com. For technical support, call 801-437-5678.

Sales

To contact a Beginfinite sales team member, please e-mail info@gwava.com or call Tel: 866-GO-GWAVA (866-464-
9282) in North America or +1 514 639 4850.

Suite 500, 100 Alexis Nihon Blvd., Montreal, Quebec, H4M 2P1, Canada

About Redline

Redline is a reporting and monitoring solution for Novell GroupWise® that provides a Dashboard for quick access to
the most critical areas of GroupWise®, a real time monitoring solution, and a System viewer that allows you to see all
of the details of your GroupWise components in a single view. Redline produces reports for system analysis, capacity
planning, and security auditing.

Obtaining Redline
Redline can be downloaded for trial at the main GWAVA website: www.gwava.com

Or the direct link to the download form: http://www.gwava.com/products/dev_downloadform.php

Copyright Notices

The content of this manual is for informational use only and may change without notice. Beginfinite Inc. assumes no
responsibility or liability for any errors or inaccuracies that may appear in this documentation. GroupWise and
WebAccess are registered trademarks of Novell, and copyrighted by Novell. Windows is copyrighted by Microsoft. ©
2005 Beginfinite Inc. All rights reserved. ® GWAVA is a registered trademark.

» Portions copyright 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, and 2004 by Cold Spring

Harbor Laboratory. Funded under Grant P41-RR02188 by the National Institutes of Health.

Portions copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 by Boutell.Com, Inc.

Portions relating to GD2 format copyright 1999, 2000, 2001, 2002, 2003, 2004 Philip Warner

Portions relating to PNG copyright 1999, 2000, 2001, 2002, 2003, 2004 Greg Roelofs

Portions relating to gdttf.c copyright 1999, 2000, 2001, 2002, 2003, 2004 John Ellson (ellson@graphviz.org)

Portions relating to gdft.c copyright 2001, 2002, 2003, 2004 John Ellson (ellson@graphviz.org)

Portions relating to JPEG and to color quantization copyright 2000, 2001, 2002, 2003, 2004, Doug Becker and

copyright (C) 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 Thomas G. Lane. This

software is based in part on the work of the Independent JPEG Group. See the file README-JPEG.TXT for

more information

» Portions relating to GIF compression copyright 1989 by Jef Poskanzer and David Rowley, with modifications
for thread safety by Thomas Boutell

> Portions relating to GIF decompression copyright 1990, 1991, 1993 by David Koblas, with modifications for
thread safety by Thomas Boutell

» Portions relating to WBMP copyright 2000, 2001, 2002, 2003, 2004 Maurice Szmurlo and Johan Van den
Brande

» Portions relating to GIF animations copyright 2004 Jaakko Hyvatti (jaakko.hyvatti@iki.fi). This software is
provided “AS IS.” The copyright holders disclaim all warranties, either express or implied, including but not
limited to implied warranties of merchantability and fitness for a particular purpose, with respect to this code
and accompanying documentation

» Although their code does not appear in the current release, the authors also wish to thank Hutchison Avenue

Software Corporation for their prior contributions

Toffa SyncWise 2005 is produced by Toffa International

Blackberry is produced by Research in Motion LTD

NotifyLink is produced by Notify Technology Corporation.

VVVYVYYVYYV
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Minimum System Requirements

Core Requirements:
GroupWise 5.5EP, 6.0, 6.5, 7, and 8 (GW 7 or 8 are recommended for full functionality)
Agent: 10MB Hard Drive Space and 5MB free system memory.
Control Center: Minimum 30 MB Hard Drive Space. DB storage will require additional space, (see
specific instructions below).
—There is a bug in GroupWise 6.5 SP2 preventing correct operation of Redline. This version is NOT
supported.—

Specific Operating System requirements:
Netware: NW 6.5 with SP 6. (There is a known issue with the Redline Agent and/or Control Center
running protected memory with 6.5 SP7 & SP8) --Older NetWare systems which may work but are
no longer tested or supported: 5.1 with SP 8; 6.0 with SP5 and the latest FTF LibC update
Linux: SLES 10 all SP on 32/64 bit; SLES 11 32/64 bit; Linux OES2 32/64 bit
For all Linux systems, the EXT3 file system is highly recommended.
Windows Agent: Windows 2000 SP4, 2003, 2008

Servers running the Redline Control center should have free memory based on this calculation:
40MB + 4MB for every agent + largest GWCheck file * 1.5. Example:
A system with 100 GW Agents registered and GWCHeck file with up to 1GB:
40MB + (100 * 4) + (1000 * 1.5) = 1940MB.
Ensure the system has enough disk space for the Control Center database. The DB can grow
to several GB depending on how the GroupWise system is used.

Supported internet browser
Linux, Windows or Mac. (IE6 or 7, Firefox, Mozilla suite, Konqueror)

It is recommended, that wherever possible, the Redline Control Center be run from a dedicated server.

The following component integrations are supported

» GroupWise Exchange Gateway » GroupWise Document Viewer Agent
» GroupWise Notes Gateway » GroupWise WebAccess Application
» GroupWise APl Gateway » GroupWise Mobile Server 1 and 2 (Windows and
» GroupWise Messenger 1.0 SP4 or higher Linux)
» GroupWise Messenger Archive Agent 1.0 SP4 or » GroupWise Async Gateway 2.0
higher » GWAVA Retain Server and Worker
» Guinevere 3 or higher » GWAVA Vertigo
» GWAVA 3.60 or higher > Notifylink 4
» GWAVA 4/5 > BlackBerry Enterprise Server 4.0 SP2 all versions for
» GWAVA Reveal 1.1 GroupWise
» GWAVA Reload 1.x and 2.x » Advansys Archive 2 Go
» GroupWise Domain > Linux, NetWare and Windows Host
» GroupWise Post Office » Redline Self monitoring including the Redline
» GroupWise Internet Agent Database
» GroupWise WebAccess Agent
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Installation

The Redline Installation copies the files needed for both the Redline Control Center and the Redline Agent,
but the configuration and startup are different for both. To install either, running the single install on Linux
and Netware will install all Redline components. Windows currently only can run the Redline Agent.

The simplest way to install and configure Redline is to follow three steps:

1. Copy over and install Redline 3.5

2. Open the appropriate configuration file in the preferred editor. Remove the 'new install' line from the
Redline Agent configuration file, enter the company name and create a registration code. (the company
name and registration code is used to communicate between agents and the Control Center. It can be any
created code.)

3. Start the Control Center and then the agents individually. Check to ensure that the agents have
connected and are reporting to the Control Center. It is recommended to start the agents one at a time
then to check for them in the Control Center to avoid confusion.

All additional configuration of the Redline agent for different monitored elements may be completed
through the Control Center from the system view tab.

How Redline Works

Redline monitors system-critical modules and processes in the targeted mail and server environment,
sends alerts, compiles statistical reports, and logs activity for informational analysis. Redline provides a
complete and comprehensive status picture and real time monitoring solution for the supported systems.

Redline works to monitor systems with two different parts: the Control Center, and the Agent. The Agents
gather the information from the different managed systems and sends the pertinent information over
encrypted channels to the Control Center. As such, the Agents are best installed, and designed to be
installed, on the different monitored systems, to allow secure file access to the pertinent logs and file
systems that need to be monitored. The Control Center aggregates and interprets information from all the
monitored systems and presents it in a functional manner to the user, with options to manage the
information into meaningful presentations. Because the Control Center combines the data while
monitoring the active systems, it is best for the Control Center to be separate from the monitored systems.
For a further discussion on the function of Redline, see the Administration Guide.

Recommended Implementation of Redline

The optimal setup for Redline, which should be used in all setups except perhaps the smallest systems,
consists of the Redline Control Center on a dedicated Linux server, connected to, and monitoring, the rest
of the system by agents. This setup is also recommended for clustered systems, with the Redline Control
Center as a standalone dedicated server, separate from the monitored system or systems. For specific
guestions on placement in a clustered environment, contact GWAVA Support. In the move to full 64-bit
support and because the Redline Control Center is not recommended on NetWare, and also because
Redline 4, the next iteration of Redline, will not support Control Centers on NetWare, it is highly
recommended to setup the Redline Control Center on SUSE Linux, either 32-bit or 64-bit.

Windows, Linux, and NetWare agents will still be able to be installed and connect to the Redline Control
Center, and having the server separate from the monitored system supports the integrity of the reporting
scheme in case of a monitored system failure.

Redline 3.5 © 2011 GWAVA Inc.



Linux Installation

Redline provides a RPM file for automatic installation and update and a tar.gz file for manual installation.
With the RPM file you need root access during installation. It is possible to run Redline as a user as well.
Redline ships in 2 versions for Linux: 32-bit and 64-bit versions, ensure that you use the appropriate version
for your installation.

RPM Installation

>

file
file
file
file
file
file
file
file

>

Login as root or use su to switch to root.
gwavaplinux-o3din: froot> su
Password:

Go to the folder where Redline was unpacked. Here go to the subfolder linux.suse64/redline. (Or
linux.suse32/redline as system appropriate

-rwxr--r-- 1 root root 4702083 2010-10-21 16:27 redline-3.5.0-1.1586.rpm
-rwxr--r-- 1 root root 4899087 2010-10-21 16:26 redline.tar.qgz
gwava@CGWAvVA: /root/redline3s/linux. suse32/redline> I

Install the RPM with the rpm command: rpm —U redline-<version number>-1.<platform>.rpm
i.e.

rpm -U redline-3.5.0-1.1586. rpm

Sometimes it happens that you see the following error messages during rpm installation:

Jopt/beginfinite/redline/CC-Templates/redline.js from install of redline-3.5.08-1.1586 conflicts with file from package redline-3.5.0-1.1586
/opt/beginfinite/redline/bin/libredline.so.3.5.0 from install of redline-3.5.0-1.1586 cenflicts with file from package redline-3.5.0-1.i586
Jfoptsbeginfinitesredline/bin/rlag_poa.so from install of redline-3.5.8-1.1585 conflicts with file from package redline-3.5.0-1.1586
Jopt/beginfinite/redlines/bin/rlag_redl.so from install of redline-3.5.0-1.1586 conflicts with file from package redline-3.5.9-1.1586
Jopt/beginfinite/redline/bin/rlag_reload.so from install of redline-2.5.0-1.1586 conflicts with file from package redline-3.5.0-1.1586
Jopt/beginfinite/redline/bin/rlagent from install of redline-3.5.0-1.1586 conflicts with file from package redline-3.5.08-1.1586
Jopt/beginfinite/redline/bin/rlccupd from install of redline-3.5.0-1.1586 conflicts with file from package redline-3.5.0-1.1586
Joptsbeginfinitesredline/bin/rlcenter from install of redline-2.5.0-1.1586 conflicts with file from package redline-3.5.0-1.1586

If you see these errors that some xml or html files conflict, Install the RPM with the rom command:

rpm -U --force redline-3.5.0-1.1586.rpm

RLCENTER and RLAGENT startup scripts will automatically be copied to /etc/init.d and set up with the
appropriate run level symbolic links

Install with the tar.gz file

>

Redline 3.5

Login as root or use su to switch to root.
gwavaglinux-o3in: /root> su
Fassword:

Create the folder /opt/beginfinite/redline

mkdir /opt/beginfinite/redline/

Give the user who will run Redline read and write permissions to that folder. You can do this by
switching the owner of the folder to that user.

chown uli /opt/beginfinite/redline/

Login as a regular user or exit from root user access

© 2011 GWAVA Inc. 7



> Go to the folder where Redline was unpacked

cd ~/Redline/linux.suselO/redline/

> Unpack the tar.gz file

tar -zxvf redline.tar.gz

> Go to the subfolder bintree/opt/beginfinite
cd bintree/opt/beginfinite/

> Copy Redline to /opt/beginfinite/redline
cp -r redlines fopt/beginfinite/
> Switch to root again

gwavaglinux-o3in: /root> su
Password:

> Copy bintree/lib/libredline.so.3.5.0 to /lib or /lib64 as appropriate

selO/redline/bintree/lib> cp libredline.so0.3.0.0 /1lib/

» Go to the /lib or /lib64 folder
cd /1ib/

» Create a link to libredline.so.3 in the /lib or /lib64 folder

1n -s libredline.so.3 libredline.so0.3.0.0

> run ldconfig to import the new library symbols
ldconfig

> (Optional) Copy rlcenter and rlagent from redline/linux.suseXX/redline/bintree/etc/init.d to /etc/init.d

Redline 3.5 © 2011 GWAVA Inc. 8



Start Control Center on Linux

Redline on Linux can run as a background process and, mostly for debugging purposes, as a foreground
process with a screen similar to the NetWare screen. There is a start/stop script in the folder /etc/init.d. To
start the Control Center, go to /etc/init.d and type rlcenter start.

gwaval linux-o03in:/root> su

Password:
linux-o03in:~ # cd /etc/init.d

linux-o3in:/etc/init.d # ./rlcenter start

In order to start the Control Center with a GUI screen, make sure you have the GNOME desktop
installed. It is possible to use the KDE desktop as well, but the GTK libraries need to be installed
on your system. To start the Control Center with a screen:

> go to the folder /opt/beginfinite/redline/bin

cd /opt/beginfinite/redline/bin/
> start the control center with the command line switch --show

./rlcenter -c /opt/beginfinite/redline/conf/rlcenter.conf --show

The Control Center Screen on Linux shows up with a couple of options available through the main menu.

Redline Control Center 3.5.00(1003) - Control Center

Eile Actions Help

Configuration Up Time
Jeonfircenter.conf 0d,0h,1Tm,1s
Status Settings
Act Hosts/Agents: 0/1 Agent Listener: [Enabled]
Database Schemas: 29 Listen on Host: All IP:6300
Loaded Modules: 0 HTTF Server: [Enabled]
Debug Level: 2 Listen on Host: All IP:6910
Logging
Date [Time |Message

12-30-2010 |09:31:16 |Main cache folder impon thread started.
12-30-2010 |08:31:16 |MTA Message Import Service started.
12-30-2010 |08:31:16 |Accounting import thread started.
12-30-2010 |08:31:16 |SnapShot/Scheduler Service started.
12-30-2010 |09:31:16 |Agent Listener Service started.
12-30-2010 |09:31:16 |HTTP Server started.

12-30-2010 |09:31:16 |Time Service started.

12-30-2010 |08:31:18 |Redline Control Center is up and running.
12-30-2010 |08:31:36 |Checking cache folders.

12-30-2010 |08:31:51 |Checking cache folders.

12-30-2010 |09:32:06 |Checking cache folders.

Redline 3.5 © 2011 GWAVA Inc. 9



Start Agent on Linux

Redline on Linux can run as a background process and, mostly for debugging purposes, as a foreground
process with a screen similar to the NetWare screen. There is a start/stop script in the folder /etc/init.d. To
start the Agent, go to /etc/init.d and type ./rlagent start.

gwavalElinux-o3in:~> =su

Password:

linux-o3in: /home/gwava ¥ cd /fetc/init.d

linux-o3in:fetcfinit.d # ./rlagent =start

In order to start the Agent with a GUI screen, make sure you have the GNOME desktop installed. It is
possible to use the KDE desktop as well, but the GTK libraries need to be installed on your system. In order

to start the Agent with a screen:

> go to the folder /opt/beginfinite/redline/bin

cd /opt/beginfinite/redline/bin/

> start the agent with the command line switch --show

./rlagent -c /opt/beginfinite/redline/conf/rlagent.conf --show

If the Agent is started the very first time and the configuration file has not yet been modified, you will be
asked for Registration Name, Registration Code, Control Center IP address and port. Everything else can be
configured through the Control Center web interface.

Registration Name: [ ]
Registration Code: | 012345678301234567
Control Center Address | 127.00.1

Control Center Port: | 6900

Control Center Connection Configuration o (@) 53

OK ‘ ’ Cancel ’

The Agent Screen on Linux shows up with a couple of options available through the main menu.

|| Redline Agent 3.1.0/(908) - Data Collection Agent
File Actions Help
Configuration Up Time
foptibeginfinite/redlineiconf/rlage nt.conf 0d,0h,0m, 7 s
Status Settings
Monitored Agents: 313 Active) HTTP Monitor: [Enabled]
Database Schemas: 30 Legfile Maonitor: [Enabled]
Loaded Modules: 24 FileSys Monitor: [Enabled]
Loops G (Stuck): 2(0) GWCheck Monitor: [Enabled]
Logging
Date |Tirme |Message
02-05-2008 |22:45:06 |Read Redline Schema
02-05-2008 |22:45:07 |Configuration from file succe ssfully read.
02-05-2008 |22:45:07 |Redline Agent Version 3.1.0 (Build: 908)
02 05-2008 |122:45:07 |libredline.so Version 3.1.0 (Build 207)
02-05-2008 |22:45:07 |Time Service successfully started.
02-05-2008 |22:45:07 |Agent Monitor Service successfully started.
02-05-2008 |122:45:07 |Loop timeout is 120 seconds.
02-05-2008 |22:45:07 |Reqgister Agent lxuli to Control Center.
02-05-2008 |22:45:07 |Reqgister Agent RLAgent-lauli to Control Center.
02-05-2008 |22:45:07 |Reqgister Agent GMS-sanbon to Control Center.
02-05-2008 |22:45:08 |Redline Agent is up and running.

— 0 X

Redline 3.5
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Linux Cluster Installation
To install Redline into a Linux Cluster environment, a few things need to be changed, mainly, where Redline

is installed.

>

>

>

Install Redline to one of the cluster nodes according to the normal procedure for Linux.

( rpm -U redline-<version number>-1.<platform>.rpm)

Redline installs to /opt/beginfinite/redline by default. Copy the entire Redline directory to each of
the resources. (resourcevol/redline)

Navigate to /etc/init.d directory on the machine you installed Redline, and rename the rlagent file
to rlag.

NOTE: The default installation installs both Redline Agent and Control Center. It is recommended to run the
command: "chkconfig --del ricenter" to stop the Control Center from automatically loading. Once the

Redline Agent has been copied to all the resources in the cluster, the default installation folder on the node

can be removed.

>
>

Copy the newly renamed rlag file to the resourcevol/redline/bin on each resource.

Edit the newly renamed rlag file. Every listed directory in that file must now point to the resource
directory. (Defaults will look like: /opt/beginfinite/redline/bin) Modify the path to reflect the
resource volume, ie. /resourcevol/redline/bin . There will be 5 to 6 paths to modify. Save the file.
Edit the rlag file for each resource.

Open the rlagent.conf file that was copied over to the cluster volume. In the "conf" folder, the
"rlagent.conf" file needs to be edited. Remove the "NEWINSTALL" line at the top. Input the correct
Control Center information in the [CCenter1] section, (IP, Port, Registration information needs to
match the information put into the Control Center configuration file.) There are two other special
settings that need to be set for the cluster environment. The [HOST] and [GLOBAL] sections must
be modified. For the [HOST] section under the Agent=enabled, add a line:
AgentName=HOST_RESOURCE_NAME

Modify each cluster resource appropriate name; the name can be anything desired, but it is
recommended to name it the resource so it is easily recognized in the Control Center. The
[GLOBAL] section is very similar, the RedlineAgentName parameter is commented out, enable it
and specify: RedlineAgentName=RLAgent_RESOURCE_NAME. You'll want to change the volume

name for each cluster.

Startup the individual agent by specifying the path to: /resourcevol/redline/bin/rlag start
Unload the individual agents by referencing the same path: /resourcevol/redline/bin/rlag stop

These are the start and stop scripts.

FInally make sure that you have the Redline libraries installed on each node. Locate the
Redline.tar.gz file, located in the install folder where Redline was downloaded. Go to
redline/linux.suse< 32 or 64 as appropriate>/redline

You should find two files:

redline-<version number>-1.<platform>.rpm

redline.tar.gz

Unzip the redline.tar.gz file. A new directory called 'bintree' will appear which will contain a file
called "libredline.so0.3.5.0". Copy the 'libredline.so.3.5.0 file to the lib directory (/lib or /lib64) of
each of the nodes.

On each of the nodes, run the command: Idconfig

NOTE: Idconfig must be run in order to create the necessary links and cache, (used by the run-time
linker, Id.so ), to the most recent shared libraries found in the directories specified on the command
line, in the file /etc/Id.so.conf, and in the trusted directories, (/usr/lib and /lib).
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NetWare Installation

There are two ways to install Redline on a NetWare Server. The Windows based installer and the NetWare
based install script. The Windows install script is, by far, the preferred and best method. With the NetWare
install script you can install Redline to any NetWare Server through any remote console like RCONSOLE, SSH
or RCONJ. The Windows Installer requires an up to date NetWare client, logged into each server that
Redline is to be installed onto with a user with sufficient rights to the SYS volume.

The Windows Installer
> From the /redline/netware/ folder run the setup.exe. Click Next.

Redline for NetWare - Welcome

Many Thanks for your interest in
- Redline -

Redline

This Wizard will guide you through the
Instzllation process.

ATTENTION: After Installation you need
to configure the Redline Agents centrally
from the Control Center.

Neat > Cancel

> Accept the license agreement. Click Next.

Redline for NetWare - License Agreement

License Agreement for
- Redline -

USER AGREEMENT AND @
SOFTWARE LICENSE TERMS.

Redline

BEFORE YOU CLICKON THE

ACCEPT BUTTON AT THE BOTTOM,
CAREFULLY READ ALL THE TERMS
AND CONDITIONS OF THIS
AGREEMENT. BY CHECKING THE
"ACCEPT" BUTTON, YOU ARE
CONSENTING TO BE BOUND BY M

I Accept License Agreement

< Back Nex > Cancel |

> Select the server that the Control Center will run on. Click Next.

Redline for NetWare - Ch > Center Server

Flease select the servers where you
want to install the Redline Control Center
NetWare Server |

Orrovol
Oest

< Back Next > Cancel |

> Select the server or servers that the Agents will run on. It is possible to install the Control
Center and Agents with one setup on multiple machines. Click Next.
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Redline for NetWare - Choose Agent Server(s)

Redline

Please select the servers where you
want to install the Redline Agent

NetWare Server

PROVO
OTesT

< Back Neodt

Cancel |

> Select Install / Update and click Finish. It is possible to have the installer configure Redline to
run in a protected address space. That way it isn't necessary to modify the NCF files to start
Redline in protected memory. By default, Redline installs two files, RLCCP.NCF and RLAGP.NCF
which can be used to start the Control Center or Redline Agent into a protected address space

at any time.

NOTE: Protected memory should not be utilized on NetWare systems running 6.5 SP 7 or 8, as it
contains a bug causing problems with the libraries used by Redline.

Redline for NetWare - Install/Uninstall

Redline

Please specify if you want to
Install / Update or Uninstall
— Redline -

¢ Ingtall / Update

© Uningtall

ATTENTION: ¥ you uninstall Redline the
Agent and Control Center will be removed

from the server.

< Back I Finish I

Cancel |

> The Windows Installer updates your AUTOEXEC.NCF file after successful installation automatically.

Redline 3.5
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The NetWare Install Script
> Run NWCONFIG from the NetWare System Console and select Product Options.

Driver Options (load/unload disk and network drivers)
Traditional Disk Options (configure NetWare partitions/volumes)
NSS Disk Options (configure NSS storage and volumes)
License Options (install or remove licenses)

Directory Options Cinstall NDS)

NCF files Options (createsedit server startup files)
Multi CPU Options (install/uninstall SMP)

oduct Options (other optional installation items)

Use the arrow keys to highlight an option, then press <Enter>.

> Select Install a product not listed from the menu

Other Installation Items/Products
Add additional Language to the server
Change the Language on this server

Other Installat

Choose an item or product listed above
Vieu/Configure/Remove installed products
Return to the previous menu

Help <F1> Previous screen <Esc> Change Lists <Tab> Abort <Alt><F10>
> Specify a directory path where Redline was unpacked after download.

Other Installation Items/Products
Add additional Language to the server
Change the Language on this server

Specify a directory path:

>S¥S :\REDLINENNETWARE _

Choose an item or product listed above
Install a product not listed
UVieus/Configure/Remove installed products
Return to the previous menu
Continue <Enter>
Specify a different source drivesdirectory <F3>
Help <F1> fAbort nuconfig <Al1t><F10>
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USER AGREEMENT AND SOFTWARE LICENSE TERMS.

BEFORE YOU CLICK ON THE ACCEPT BUTTON AT THE BOTTOM,
CAREFULLY READ ALL THE TERHMS AND CONDITIONS OF THIS
AGREEMENT. BY CHECKING THE “ACCEPT" BUTTON, YOU ARE
CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE

TERMS OF THIS AGREEMENT, CLICK THE "CANCEL" BUTTON AND DO
NOT USE THIS SOFTUWARE.

This User Agreement (the "Agreement"”) is a legal agreement between you and
BEGINFINITE, Inc. ("BEGINFINITE") for the accompanying software product, inc
software and associated media and printed materials, and if applicable
“online" or electronic documentation (the "Software"). In this Agreement,
the 4] " or "you" means the company, entity individual who is
acquiring the license to use the Software under this Agreement.

The term “"Use" means storing, loading, installing, executing or displaying
the Software. "Computer” means a central processing unit ("CPU") or group
of CPUs, that accesses its or their own individual non-cache Random Access

> Accept the license agreement.

> Update AUTOEXEC.NCF after installation.

> After Installation you can start the Control Center from the installation script.

pdate AUTOEXEC

No

Start Redline Contr Center?

After successful installation Redline shows up in the list of installed products.

Redline 3.5
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Install Control Center to a non SYS Volume on NetWare

Redline expects to be installed on the SYS volume in a NetWare system. To move Redline to another
volume requires several steps. The example assumes that the new volume is named MYRL, and Redline is
to be moved directly under the root. (e.g. MYRL:\opt\Beginfinite\Redline is the product path)

A\

Y

Redline 3.5

Stop the Redline Control Center. If an Agent is running on the same server, stop the agent as well.
Check your search paths and look for the Redline search path with the SEARCH command. Look
which search number the redline path has. In our case the Redline search path is number 18. It

is likely that this number is different in your environment.

ULIX:search

Search 1: [Server Pathl SYS:\SYSTEM\

: [DDS Pathl C:\NWSERVER\ (default directory)
[Server Pathl SYS:\JAUANNUWGFX\

[Server Pathl SYS:\JAUANNJCLUZ\BINN\

[Server Pathl SYS:\JAUANBIN\

[Server Pathl SYS:\NSEARCH\

[Server Pathl SYS:\BIN\

[Server Pathl SYS:\LIB\

[Server Pathl SYS:\USR\LOCALNBINN

: [Server Pathl SYS:N\TOMCATN\33N\BINN

¢ [Server Pathl SYS:\XTIER\

: [Server Pathl SYS:N\APACHEN\

: [Server Pathl SYS:\PHP\

: [Server Pathl SYS:\APACHENIFOLDERN\SERUVERN\
¢ [Server Pathl SYS:TESTKITSN\TC\

: [Server Pathl SYS:\APACHEZ\

: [Server Pathl SYS:SYSTEM\

: [Server Pathl SYS:N\OPT\BEGINFINITENREDLINENBINN

Search
Search 3

2

3:
L
5:
6:
i
8:
9:

Remove the current search path
SEARCH DEL 18 (Or whatever the number is in your environment)

Move the entire SYS:\opt\beginfinite\redline tree to MYRL:\opt\beginfinite\redline, including
all subdirectories.

Create an empty folder on SYS, which will be a placeholder. It is recommended to create a
folder SYS:\mnt\posix\myrl. Do not create any subfolders in this new folder. This is necessary
because Redline is a POSIX application on NetWare, and SYS is the virtual root on Netware,
comparable with / on Linux or UNIX.

Type EDIT SYS:\etc\pathtab at the system console. If prompted to create a new file, do so. Add
the following line to PATHTAB and save it:

/mnt/posix/myrl <space> myrl:\, where <space> is a space character. This step enables POSIX
mapping between the /mnt/posix/myrl mount point on SYS and the real Netware volume
where Redline was copied to.

Type EDIT myrl:\opt\Beginfinite\redline\bin\rlcc.ncf . Correct the path, which currently points
to SYS. Be aware that you need to specify a NetWare style path here; which means you need a
path in the form VOLUME:\opt\beginfinite\redline\conf\rlcenter.conf.

Add the new search path

SEARCH ADD MYRL:\opt\beginfinite\redline\bin
EDIT AUTOEXEC.NCF, and add the same search path. Remove any old obsolete search path.

On NetWare 6.5 and OES you can test if POSIX paths are working, if BASH is installed on your
system. type:
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BASH
cd /mnt/posix/myrl
Is
You should see the content of MYRL:\ in the folder sys:\mnt\posix\myrl..
>  Edit myrl:\opt\beginfinite\redline\conf\ricenter.conf and change all path names. add
/mnt/posix/myrl to all path names:

LogFilePath=/mnt/posix/myrl/opt/beginfinite/redline/logs
DataPath=/mnt/posix/myrl/opt/beginfinite/redline/db
ConfigPath=/mnt/posix/myrl/opt/beginfinite/redline/conf
ImportPath=/mnt/posix/myrl/opt/beginfinite/redline/imp
SoftwarePath=/mnt/posix/myrl/opt/beginfinite/redline/software

CCTemplatePath=/mnt/posix/myrl/opt/beginfinite/redline/CC-Templates

You should now be able to run the Control Center from volume MYRL by typing RLCC. If more information
on pathtab and POSIX path names is needed, check the Appendix of this manual.

Start Control Center on NetWare

During installation a search path to SYS:\OPT\BEGINFINITE\REDLINE\BIN was added to AUTOEXEC.NCF and
executed on the command line.
To start the Control Center, type RLCC on the System Console:

ULIX:rlcc
Loading Module RLCCLOAD.NLHM

Loading Module RLCC6.NLM

Auto-Loading Module NWSNUT.NLM
Auto-Loading Module LIBREDLL.NLM
ULIX:_

RLCC is a NCF file which loads RLCCLOAD.NLM. This is a NLM which checks whether LIBC.NLM, the NetWare
Version, and Support Pack Version are current enough. If this check fails, the Redline Control Center will not
start and returns a message to the user that the system needs to be updated. This avoids possible ABENDs
on the NetWare server. RLCCLOAD.NLM loads RLCC6.NLM, which is the main Control Center binary.

If you want to run the Control Center in a protected address space on NetWare, it is possible to simply use
RLCCP.NCF instead of RLCC.NCF. Alternatively, you can edit RLCC.NCF and replace rlccload.nlm with load
protected rlcc6.nlm. In protected memory, Redline needs its own address space; you can't start it with
another application in the same address space.

NOTE: Protected memory should not be utilized on NetWare systems running 6.5 SP 7 or 8, as it contains
a bug causing problems with the libraries used by Redline.

Current File “SYS:OPT\BEGINFINITE\REDLINENBIN\RLCC.NCF"

load protected rlcc6b.nlm -c sys:\opt\beginfinite\redline\conf\rlcenter.conf -da

If the Control Center was loaded successfully on NetWare, you can see the Control Center screen.
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Configuration : sysisoptsbeginfinitesredlinesconfsrlcenter. conf
Agent Listener : [Enabled] HTTP Server : [Enabled]l
Listen on Host : All IP HTTP Listen Host: All IP
Listen on Port : 6988 HTTP Listen Port: 6918

Act. Hosts-Agents: B ~ 1 Upt iMe : Bd Bh BH 2=

Date i Message

11-16-2A14 ail g Graph Service started.

11-16-2814 :51: Import Service started.

11-16-2814 :51: MTA Message IMport Serwvice started.
11-16-2814 :51: SnapShot-Scheduler Serwvice started.
11-16-2818 :51: Agent Listener Service started.
11-16-2818 ail g HTTP Server started.

11-16-2818 ail g Time 3Serwvice started.

11-16-2814 :51: Import Monitor successfully started.
11-16-2814 :51: Main cache folder import thread started.
11-16-2814 :51: Accounting import thread started.
11-16-281848 :51: Redline Control Center is up and rumming.

ShF4-Purge F6-Restart F7-Exit (Sh)F8-Dr-Cr Index F9-Info Fi1B-List Agents

Start Agent on NetWare

During installation a search path to SYS:\OPT\BEGINFINITE\REDLINE\BIN was added to AUTOEXEC.NCF and
executed on the command line.
To start the Agent, type RLAG on the System Console:

ULIX:rlag
Loading Module RLAGLOAD.NLM

Loading Module RLAG6.NLM

Auto-Loading Module NWSNUT.NLM
Auto-Loading Module LIBREDLL.NLM
ULIX: _

RLAG is a NCF file which loads RLAGLOAD.NLM. This is a NLM which checks if LIBC.NLM, the NetWare Version and
Support Pack Version are current enough. If not, the Redline Agent will not start and returns a message to the user
that the system needs to be updated. This avoids possible ABENDs on the NetWare Server. RLAGLOAD.NLM loads
RLAG6.NLM, which is the main Agent binary.

If you want to run the Agent in a protected address space on NetWare, edit RLAG.NCF and replace
rlagload.nlm with load protected rlag6.nlm. When run alone, Redline needs a dedicated address space.

You can't start it with another application in the same address space.

NOTE: Protected memory should not be utilized on NetWare systems running 6.5 SP 7 or 8, as it contains
a bug causing problems with the libraries used by Redline.

Current File “SYS:OPT\BEGINFINITENREDLINENBIN\RLAG.NCF"

load protected rlagb.nlm_-c sys:\opt\beginfinite\redline\conf\rlagent.conf -d2a
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If the Agent is started the very first time, you will be asked for Registration Name, Registration Code,
Control Center IP address and port. Everything else can be configured through the Control Center web
interface.

ntrol Center C

Registration Name: Your Company Name

Registration Code: 012345678901234567

Control Center Address: 127.0.0.1

Control Center Port: 6900

If the Agent was loaded successfully on NetWare, you can see the Agent screen.

Configuration : sysisoptsbeginfinitesredlinesconfsrlagent.conf
HTTP Monitor ! [Enabled] Logfile Monitor : [Enabledl
FileSys Monitor : [Enabled] Stuck Loops HI-

GHCheck Monitor : [Enabled] Loops Agent 1

Monitored Agents : 2 (2 Active) Uptime : Bd 8h Bm 2s

Mezsage

LIBREDLL.NLM Version 3.5.8 (LIBC, Build 999)

Time Service successfully started.

Agent Monitor Service successfully started.

Agent Monitor Loop ruwmning ... (timeout iz 128 seconds).
Register Agent RLAgent-REDLIWE3S to Control Center.

Send Agent RLAgent-REDLINE3S (2) Update to Control Center.
Start _ADMIH copy process.

Redline Agent iz up and runming.

Register Agent REDLIME3S to Cowntrol Center.

3end Agent REDLIHE3S (3) Update to Control Center.

Agent Monitor Loop finished.

(Shift)F6-LoopsRestart F7-Exit F9-RL Agent Info (Shift)F1B8-GH Agent Info
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Netware Cluster Installation

For High availability it is beneficial to run GroupWise in a Cluster environment. In such a scenario, multiple

servers make up a cluster, and every application is running as a resource on the cluster. For more details

about NetWare Clusters refer to the Novell Cluster Services documentation.

Control Center
If you want to install the Redline Control Center on a Cluster, create a resource for the Control Center.

Make sure that no other POSIX application is running in the same resource, because you cannot run more

than one POSIX application in the same address space.

The next step is to install the Control Center as described earlier in this documentation on one of the server

nodes, as if this is a single server. Then move the installation to a shared cluster volume. Let's assume

MYRL: is a volume on a shared storage device.

>

>

A\

Move the entire SYS:\opt\beginfinite\redline tree to MYRL:\opt\beginfinite\redline, including all
subdirectories.

Create an empty folder on SYS, which will be a placeholder. It is recommended to create a folder
SYS:\mnt\posix\myrl. Do not create any subfolders in this new folder. This is necessary because
Redline is a POSIX application on NetWare, and SYS is the virtual root on Netware, comparable with
/ on Linux or UNIX.

Type EDIT SYS:\etc\pathtab at the system console. If prompted to create a new file, do so. Add the
following line to PATHTAB and save it:

/mnt/posix/myrl <space> myrl:\, where <space> is a space character. This step enables POSIX
mapping between the /mnt/posix/myrl mount point on SYS and the real Netware volume where
Redline was copied to. Do this on every cluster node.

Type EDIT myrl:\opt\beginfinite\redline\bin\rlcc.ncf. Correct the path, which currently points to
SYS. Be aware that you need to specify a NetWare style path here; which means you need a path in
the form VOLUME:\opt\beginfinite\redline\conf\ricenter.conf.

Add the new search path

SEARCH ADD MYRL:\opt\beginfinite\redline\bin
Edit the start script of the cluster resource and add the same search path. "Add load address space
= rlcc rlec6 -¢ myrl:\opt\beginfinite\redline\conf\rlcenter.conf” to your resource script to load the
Control Center. NOTE: if multiple resources exists in the cluster, and it is possible for them to mount
to the same node, different address space names must be specified.
Add "rlcenter unload” to your stop script for the Control Center resource.
On NetWare 6.5 and OES you can test if POSIX paths are working, if BASH is installed on your
system. type:

BASH
cd /mnt/posix/myrl
Is

You should see the content of MYRL:\ in the folder sys:\mnt\posix\myrl..
Edit myrl:\opt\beginfinite\redline\conf\rlcenter.conf and change all path names. add
/mnt/posix/myrl to all path names:
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LogFilePath=/mnt/posix/myrl/opt/beginfinite/redline/logs
DataPath=/mnt/posix/myrl/opt/beginfinite/redline/db
ConfigPath=/mnt/posix/myrl/opt/beginfinite/redline/conf
ImportPath=/mnt/posix/myrl/opt/beginfinite/redline/imp
SoftwarePath=/mnt/posix/myrl/opt/beginfinite/redline/software

CCTemplatePath=/mnt/posix/myrl/opt/beginfinite/redline/CC-Templates

You should now be able to run the Control Center from volume MYRL by typing RLCC. If more information
on pathtab and POSIX path names is needed, check the Appendix of this manual.

Make sure you test the failover case. You can do so by moving the Control Center resource from one node
to another. A real life way is to use an Abend simulation tool. The Redline Agent can be used to simulate an
Abend. Start the Redline agent with the startup parameter -a (or --abend) and hit SHIFT-F4. This will
generate a Page Fault Abend, and if everything is configured correct, the Control Center resource should
move to another node.

Agent

To monitor your clustered system, you must install the Redline Agent on every resource running a
GroupWise agent. To install the Redline Agent on a Cluster, create or locate a resource for the Agent. Make
sure that no other POSIX application is running in the same resource, because it isn’t possible to run more
than one POSIX application in one address space.

The next step is to install the Redline Agent as described earlier in this documentation on one of the server
nodes, as if this is a single server. Then move the installation to a shared cluster volume. Let's assume
MYRL: is a volume on a shared storage device.

> Move the entire SYS:\opt\beginfinite\redline tree to MYRL:\opt\beginfinite\redline, including
all subdirectories.

> Create an empty folder on SYS, which will be a placeholder for the Volume. It is recommended
to create a folder SYS:\mnt\posix\myrl. Do not create any subfolders in this new folder. This is
necessary because Redline is a POSIX application on NetWare, and SYS is the virtual root on
Netware, comparable with / on Linux or UNIX. Complete this step for every node the Redline
Agent’s resource can failover to.

> Type EDIT SYS:\etc\pathtab at the system console. If prompted to create a new file, do so. Add
the following line to PATHTAB and save it:
/mnt/posix/myrl <space> myrl:\, where <space> is a space character. This step enables POSIX
mapping between the /mnt/posix/myrl mount point on SYS and the real Netware volume
where Redline was copied to. Do this on every cluster node the Redline Agent’s resource can
failover to.

> Type EDIT myrl:\opt\beginfinite\redline\bin\rlag.ncf . Correct the path, which currently points
to SYS. Be aware that you need to specify a NetWare style path here; which means you need a
path in the form VOLUME:\opt\beginfinite\redline\conf\rlagent.conf.

> Add the new search path

SEARCH ADD MYRL:\opt\beginfinite\redline\bin
> Edit the start script of the cluster resource and add the same search path. Add “load address
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space = rlag rlagb -c myrl:\opt\beginfinite\redline\conf\rlagent.conf” to your resource script to
load the Redline Agent. NOTE: if multiple resources exists in the cluster, and it is possible for
them to mount to the same node, different address space names must be specified.

> Add “rlagent unload” to your stop script for the Redline Agent resource.

> On NetWare 6.5 and OES you can test if POSIX paths are working, if BASH is installed on your
system. type:

BASH
cd /mnt/posix/myrl
Is

You should see the content of MYRL:\ in the folder sys:\mnt\posix\myrl..
> Edit myrl:\opt\beginfinite\redline\conf\rlagent.conf and change all path names. add
/mnt/posix/myrl to all path names:

LogFilePath=/mnt/posix/myrl/opt/beginfinite/redline/logs
DataPath=/mnt/posix/myrl/opt/beginfinite/redline/db
BinPath=/mnt/posix/myrl/opt/beginfinite/redline/conf
SoftwarePath=/mnt/posix/myrl/opt/beginfinite/redline/software

You should now be able to run the Redline Agent from volume MYRL by starting the cluster resouce. If
more information on pathtab and POSIX path names is needed, check the Appendix of this manual.

Make sure you test the failover case. You can do so by moving the Redline Agent resource from one node
to another. A real life way is to use an Abend simulation tool. The Redline Agent can be used to simulate an
Abend. Start the Redline agent with the startup parameter -a (or --abend) and hit SHIFT-F4. This will
generate a Page Fault Abend, and if everything is configured correct, the Redline Agent resource should
move to another node.

IMPORTANT:

If you run the Redline Agent on a Cluster, you should overwrite the Agent Name reported to the Control
Center. In the rlagent.conf file, in the [GLOBAL] section, locate the "# Override the Redline Agent with"
option and remove the 'Override' section, leaving the 'RedlineAgentName= section and fill it in. Under the
[HOSTS] section, add the 'AgentName=HOST-CLUSTER-X' line. This ensures that the Redline Agent will send
information with the same ID regardless from which node data is send. Uncommented lines should include
the following in their respective sections:

[GLOBAL]

Agent=enabled
RedlineAgentName=Redline-CLUSTER-X
[HOST]

Agent=enabled
AgentName=HOST-CLUSTER-X

All GroupWise components monitored on a cluster should be monitored through the virtual cluster IP.
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Windows Installation

Only RLAGENT is provided for the Windows platform — you must run RLCENTER on a NetWare or Linux server.
You must use the Windows-based installer to install Redline.

> Unzip the Redline package onto your Windows desktop.
> From the /redline/windows/ folder run the setup.exe. Click Next.

Redline for Windows - Welcome

- Many Thanks for your interest in
Redline |

This Wizard will guide you through the
Installation process.

ATTENTION: After Installation you need
to configure the Redline Agents centrally
from the Cortrol Center.

< Back MNext > Cancel

> Accept the license agreement. Click Next.

Redline for Windows - License Agreement

- License Agreement for
Redline |—iniy

USER AGREEMENT AND @
SOFTWARE LICENSE TERMS.

BEFORE YOU CLICKON THE

ACCEPT BUTTON AT THE BOTTOM,
CAREFULLY READ ALL THE TERMS
AND CONDITIONS OF THIS
AGREEMENT. BY CHECKING THE
"ACCEPT" BUTTON, YOU ARE
CONSENTING TO BE BOUND BY M

¥ Accept License Agreement

< Back Next > Cancel

> Select the drive letter where you want to install the agent. This is necessary if you want to
install the agent in a Windows Cluster.

Redline for Windows - Destination Drive

R d l - Please select the drive where you
ealine wart to install the Redline Agent

Drive Letter

C:

:

< Back Next > Cancel
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= Select Install / Update and click Finish. Optional you can select to install the agent as a
Windows Service.

Redline for Windows - Install/Uninstall

'

R d l Please select what you want to do:
edliine {+ Install/Update " Uninstall

Control Center Address:
|192.168.0.1

Contral Center Port:
G900

Reagistration Name:
|Y0ur Company Name
Registration Code:

|D‘I 2345678901234567

< Back | Finish | Cancel

Start Agent on Windows

Redline on Windows can run as a Windows Service and, mostly for debugging purposes, as a foreground
process with or without a screen similar to the NetWare screen. It is recommended to first launch Redline
'with screen' to ensure that the configuration is correct. After configuring, shut down the service and
restart without the screen. In order to start the agent, double click on one of the icons:

Redline Agent Redline Agent with
Screen

M Control Center Connection Configuration

If you installed the agent as a service, the agent
is not started. It is important to start the agent
manually after installation.

If the Agent is started the very first time and the
Registration Name is still the default, you will be
asked for Registration Name, Registration Code, Control Center Address: [127.0.0.9
Control Center IP address and port. If you start
the Agent as a service, this dialog does not show Leniral Center Part /6300
up. Everything else can be configured through
the Control Center web interface. o] ancel

Fegistration Mame: 'our Campany Name|

Registration Code: |D1 2345678301 234567

The Agent Screen on Windows shows up with all the log entries, similar to the Linux and NetWare agent
screen.

** Redline Agent

04-07-2008]12:30:30|Redline Agent is starting up.
04-07-2008]12:30:30|Read Redline Schema
04-07-2008]12:30:32|Configuration from file successfully read.
04-07-2008[12:30:32|Redline Agent Version 3.1.0 [Build: 918)
04-07-2008[12:30:32(libredl.dll Yersion 3.1.0 [Build 918)
04-07-2008]12:30:32|Time Service successfully started.
04-07-2008]12:30:32|Agent Monitor Service succ fully started.
04-07-2008]12:30:32|Loop timeout is 120 seconds.
04-07-2008]12:30:33|Attempt to connect to 127.0.0.1:7181 failed: 10061
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It is recommended to run the agent as a Windows Service. A Service is started without logging in to the
server, just by booting the machine. That way the Redline Agent is started every time the server is

restarted.

Multiple Redline Agents on Windows

It is possible to run multiple instances of the Redline Agent on a Windows box as a server. In order to set

this up, you need to do the following:

> Copy the folder c:\opt\beginfinite\redline to
c:\beginfinite\redline2 (or another folder like redline3,
redline 4 etc.)

> Openacmd prompt

> Go to the folder where you've copied your new Redline
Agent installation conf folder
(c:\opt\beginfinite\redline\conf2

> Edit rlagwin.conf and adjust the folders for LogFilePath,
DataPath, BinPath and SoftwarePath

> Go to the bin folder of your new Redline Agent installation

= |2 opt
=l [2) beginfinite
29

() bin

() conf
H (D db

i) logs

= 1) redline2

1) bin

) conf
# D db

) logs

> Runrlagent install RedlineAgent2 (or any other unique name for this service)

C:\>cd c:\opt\bheginfinite\redline2\bin

C:N\Nopt\bheginfinite\redline2\bin>rlagent install RedlineAgent2

C:Nopt\beginfinite\redline2\hin>

> Wait a moment until a message appears that the agent has been installed successfully.

Redline Agent K

Redline Agent installed as a service. The operation completed successfully.

> (Optional) In order to uninstall the service, type rlagent uninstall RedlineAgent2 (or whatever name

you've given the service).

Now you can run the Redline Agent multiple times on your Windows Server:

% Services (Local)

Redline Agent MName / Description ] Status I Startup Type | Log On As I o
%Portable Media Serial Number Service Retrieves the serial... Manual Local System

Stop the service %Print Spooler Manages all local a...  Started Automatic Local System

Bestort the service %Protected Storage Protects storage of... Started Automatic Local System
é%;)Redline Agent Monitoring and Rep... Started Automatic Local System

Description: ) i “4Redine Agent_Redlineagent2 Monitoring and Rep... Automatic Local System

Monitoring and Reporting for Group'Wise Manual Local System

%Remote Access Auto Connection M...  Detects unsuccessf...
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Access Control

Center

Redline is a full Web Based Application. By default Redline is listening on port 6910. After Installation the

default administrator username is admin, and the password is password. To access the Web Interface,

type

http://a.b.c.d:6910

Where a.b.c.d is the IP address of your Control Center.

You will be asked for the username and password. The first you will see is the Redline Dashboard. The

Redline 3%

USER NaAME: |admin

PASSWORD: |ssssssss

i login

default username and password is 'admin' and 'password".

The Dashboard gives an overview of your System, which includes Redline itself and all registered

Redline

GroupWise components.

4F Logout @ AdminGuide @ Install Guide

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
ALERT STATUS Dashboard  Full Health  Quick Health
|
All Alerts Dashboard @ Defaull 9 Help
G Internet Agent
Gauges Status Values
GW Message Transfer Agent
GW Post Office Agent Description ‘Current 2 Min Delta Status Trend
POA C/S Requests per User < @
GWAVA 4.x/5 quests per Us ¢ ’ @ \“
0 0 & @
Host 0 o ] o
Redline Agent 556 0 (V] @
Redline Database A Undeliversble Messages 0 0 [~] @
A Error Messages () 0 & @
All Normal Alerts POA Total Messages \eaAzsess Curent User 0 e 4 @
- . (System Wide) Intemnet Available Send Thresds ] 0 & @
Internet Available Recsive Thresds 18 o [~] @
& An minor Aterts Intemnet Relay Rejected 0 0 [v] @
@ Al Problem Alerts 3 SPAM Heuristics Blocked 0 0 (V] @
@ AN Critical Aleris 4 Messages Processed Bloded 0 ] & @
4 Messages Blocked 0 0 (V] (=)
P =level () =upwardtrend () =downward trend
POA Connected Users
(System Wide) Graphs
Internet Hessages In/Dut
Largest: 354 smallest: 0 fAuerage: 1 Total: 535
guiastatiegsiut Largest: ¢ smallest: 0 fAuerage: O Total: O
355
264
POA C/S Threads Available 213
{System Wide)
142
L
o
14 13 12 11 10 8 & 7 o6 5 4 3 2z 1 0 23 22 21 20 13 16 17 16 15 14 13
Donain Hessages
Largest: 375 smallest: 0 fAuerage: 1 Total: 556
mtaErrariisgs Largest: ¢ smallest: 0 fAuerage: O Total: O
3680
304
228
152
76

o

[0

Install License

Upon installation, a special 30 day Registration Code was generated for temporary use on all the Control

Centers and Redline Agents, along with the Registered Company (which defaults to “Your Company

Redline 3.5
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http://a.b.c.d:6910/

Name”). The Registered Company field can be changed but make certain you also update every Control
Center and Redline Agent configuration file. If the Control Center is running with the 30 day Registration
Code, there are NO limitations in functionality, however, the Redline system will become completely
inactive after the temporary registration code expires.

When you purchase Redline, you will receive a new pem license file. This file contains all your license
information and needs to be installed.

The Registration Name and Code must be on all Redline Control Center and Agent installs. The Name and
Code are used to authenticate the agents to the Control Center every time an Agent wants to send data.

Redllne 3.5 F Logout @ AdminGuide @ Install Guide

Auto Refresh

Favorites
CONFIGURE TCR/IP Analyzer Web Interface Databasze Manage Maintenance License Online Update About Thanks To

L = = 5 =

Redline Registration / License 9 Help
¢! Registration

Registration Name: redline

Registration Code: 49282

@ OK

¢! Active License

License Type: Full Licensed Version

Browse_ Install License

¢! Installed Licenses
File Licensed to Product Version Type Valid until Action
RD-2.0.pem GWAWA Technclogies Inc. 20 Full License 2016-11-02 x

Log in using the web interface

Click the Configure tab

Click the License tab

Enter the Registration information.

Ensure all Redline Agents are updated with this information as well
Install the license file

YV V.V V V VY

Both the Redline Agent and the Redline Control Center use the Registration Name and Registration Code

information for two purposes:

> The Redline Agent uses these values as an encryption key when communicating with the
Control Center. The Redline Agent has its own copy of the above information, stored in
RLAGENT.CONF. If the two do not match, the Redline Agent is unable to contact the Control
Center and generates an error on the Redline Agent console.

> These values are also used for license enforcement by the Redline Control Center. The Control

Center may determine a license is invalid or the evaluation license has expired. In this case, the

Redline Agent will not be able to contact the Control Center any longer, because the Control
Center shuts down the listening port for the Redline Agents. An error is generated on the
Redline Agent console.
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Update Redline
The Update process is exactly the same as the installation process. All installers detect if a previous version
is there and make sure that all customer settings aren't touched.

After an update Redline should work immediately as it has done before. No NCF files on NetWare,
thresholds, recommendations, all database records, Redline Agent and Redline Control Center
configuration files are overwritten. Sometimes new values will be added.

Uninstall Redline

Redline’s ability to drill deep into even the most complex GroupWise message system offers network
administrators, and business owners an ability to understand the inner workings of their e-mail system. We
sincerely hope that Redline has provided powerful functionality that you cannot find elsewhere.

If you are uninstalling Redline, and have questions about your trial, please feel free to contact us at
info@gwava.com.

NetWare

> Stop the Redline Agent and Control Center
> Delete the SYS:\opt\Beginfinite\redline tree
> Remove modifications from sys:system\autoexec.ncf

Note: The Windows-based installer can do this automatically. Run SETUP and click through the prompts to
select Uninstall at the end.

Windows

» Stop RLAGENT
> Start the Windows Setup.exe and click through the prompts. On the last page select Uninstall.

Linux
Automatically: In a graphical Linux environment, use the YaST command. From the command line do the
following:

> Login as root or use su to switch to root.
gwavaglinux-o3din: froot> su
Fassword:

> uninstall the rpm package with the rpom command
rpm -e redline-3.0.0-1.i586.rpm

Manually:

> Stop both Redline programs: To stop RLAGENT, type /etc/init.d/rlagent stop at the command line and to
stop the Control Center,, type /etc/init.d/rlcenter stop at the command line

Delete the /opt/Beginfinite/redline tree

Remove /etc/init.d/rlcenter and /etc/init.d/rlagent

» Remove /lib/libredline.so.3.5.0

vV VYV
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Configure Redline Agent; Monitor GroupWise

Every Agent must have a unique name to successfully register to the Control Center. If, for some reason,
two agents have the same name, the one that registers second is rejected by the Control Center. In that
case you must either overwrite the name with another name, or add a prefix or suffix. Having a unique
name is important because several Reports, analysis, graphs etc. are based on the agent name.

The GUID is used by Redline to make sure an agent once registered with a unique name will always be
assigned to the same name. This can be necessary if the Redline Agent is reinstalled. The GUID's are
managed by Redline, and you shouldn't touch or add any GUID anywhere.

Advansys Archive2Go

Archive2Go from Advansys is one of the Applications which does not require a Redline Agent. It talks
directly to the Control Center. Redline is used as the auditing tool for Archive2Go in order to meet
requirements enforced by laws or other regulations.

@ Advansys Archive To Go - bsmith @@

Auditing % 2
Specify audit settings. j

Choose an option for auditing the archiving Chooss an audit target

. . . C U file for auditi
process in the auditing dialog. soiobbshpmmne

(" Use Redine for auditing. If Rediine is/becomes unavailable, audit to a text fie.
% Use Rediine for auditing. If Redline is/becomes unavailable, stop archiving.

Audit Folder.

My i =
Rediine Settings
There are two ways where Redline is involved Server [P Address 60182001 The fie tcenter con” contans these selings. This fe
Pk e = usually resides on the Redline server in the folder:
in the auditing process. One is where auditing e Toweut bt 3] Spstoptibegifritelredinecort
to Redline is enforced, and Archive2Go doesn't Registiation Name: Acme Cop
. . . . Registration Code: AHGA732HB364MIUPY Load from file.
work if Redline is not available, and another
option where auditing can fall back to a text e L T T

file as soon as Redline is not available.

It is important to specify the Control Center IP Address, Port, Registration Name and Registration Code. You
can find this information in the Redline Control Center Configuration/License tab.
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GroupWise AP| Gateway

The GroupWise APl Gateway was introduced in GroupWise 4.1 and has not changed much. Therefore there
is no HTTP server to configure; nor is there SNMP support provided. All that is available and required is that
you configure the Logging to be on and be verbose, and note the Log Files path on your Appendix work
sheet. By default the configuration file for the APl Gateway is named ngwapi.prm. It is recommended to set
the log days to 7 and the maximum log file size to 1000Kb.

> [loglevel - Verbose

> [logdays -7

> [logmax - 1000
Redline will look for new log file J UE DL SUIRSHIE

; The following switches override default logging values set in Admin

information every 2 minutes. You

; Override the configured logging level.

Only need to SDECify the IOg file path ; The levels are: Diag, Verbose, Normal, and Off

. . ) /loglevel-Verbose

in Redline. The fields: http username,
; Path to the gateway's log file directory.

password, IP address, and port are :/log-[Full path to log file directoryl]

ignored- The |0gg|ng ﬁles path may be ; Number of days that log files are allowed to age.
. /logd =7
in NetWare, UNC, or POSIX format. itk

; Maximum K bytes that log files are allowed to use.

We recommend that NetWare or | She GSFaaiE s wey A Rieis

/logmax-1000

UNC path format be used. For notes
about using POSIX format (/path1/path2/path3), see Appendix

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
AP| Gateway. Specify the Path to the APl Gateway 000.PRC folder.

Redline 4 Logout @ AdminGuide @ Install Guide
R N NSRERERE———————

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status | Settings  Alerts  Reports  Graphs  Configure  Manage
|
2 ¥ Rediine Agent: RLAgent-ricenterx32, version: 3.5.0 (1002), Platform: Linux 2.6.27.19-5-pae, Uptime: 0d Oh Om @ Help
EHi@ owsystem g
g Host Agent Information
Redline Agent Description Value
[OF 0 i

Global Unique ID (GUID) 2

[ g Redline Database

& Monitored Agents

Agents: Type Desaiption Unigue 1D Agent Name Status HTTF IP Address HTTP IP Port S5L Action
HosT Host 2 - enabled - - = g 4

& Add or Edit Monitored Agent

Agent Type. GW AP| Gateway -
Status: Enabled

Agent Path

Agent Name:

Agent Name Suffix

& OK

After 2-3 minutes, a message should appear on the Redline Agent that the API agent has been registered to
the Control Center and shows up in the Control Center.
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GroupWise Async Gateway

The Async Gateway provides a http interface similar to most other GroupWise Agents. You need to enable
and configure this interface via ConsoleOne. Specify a username and password for the Async Gateway in
the GroupWise/Optional Gateway Settings tab.

i
Ports | Domain Connections | Groupwise Remate Profiles | Queue Maintenance ’cmupwm i -‘ Nos Right!. (1] ]
Optional you can configure the http interface by S
. . . . X A Directory Sync/Exchange: ]Nnne ;]
editing the agent configuration file, which is Accounting: [fes =
async.cfg by default and located in the same Comerttis o Messsges Ino =
Outhound Status Level [open =l
folder as the ASYNC binary file. The following Enable Recovery [Ves =l
. Retry Count 10 2 (-99)
switches need to be added. e <=
Failed Recovery Wait: 3600 il seconds
Network Reattach Command: |
Correlation Enabled [Yes |
> /http - Enable HTTP Interface gy o
> [httpport —port number - HTTP port HTTP User Name: |
to listen on (There is no default port, HTTP Password: SetPassword
we suggest 9999)
> [httpuser -[username] - Specify the ~__Eseosiors | | Ecwes e

Username for the HTTP interface
> [httppassword -[password] - specify the Password for the HTTP interface
> [loglevel -verbose — turns on verbose logging

Save the file and restart the agent by unloading and reloading.

Test by opening a web browser by typing http.//ipaddress:httpPort. For example, if the agent were running
on a server with an IP address of 192.168.2.3, and an HTTP port of 9999, http://192.168.2.3:9999. You
should be prompted for the username and password just assigned

> Do not proceed until this is working

If you want to have accounting information for reports 1‘

Ports | Domain Connections | GroupWise Remate Profies | Gueue Maintenance |[Groupwise || NoSRights | [1]»]
Geteway Administrators |

and message tracking, enable “Accounting” and specify a
gateway accountant. The accounting log files will be sent
to this user and can be imported into Redline via SOAP
automatically.

Administrator Role

r

r
r
r

Page Options. I Cancelj Help J
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From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Async Gateway. Specify the IP Address, Port, Username and Password.

Redllne ¥ Logout & AdminGuide @ Install Guide
A

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs | Configure  Manage
|
E]ia W System o WE Redline Agent: RLAgent-rlcenterx32. version: 2.5.0 (1002), Flatform: Linuwx 2.6.27.18-5-pae. Uptime: 0d Oh 0m @ Help
FEI@ Host Agent Information
[ @ Redline Agent Description Value
Global Unique ID (GUID) 2
[# @ Redline Database °
& Monitored Agents
Agents: [Type Desaiption Unique ID Agent Name Status HTTF IF Address HTTF IF Port SSL Adtion
HosT Host 3 - enabled - - a e 4

2 Add or Edit Monitored Agent

Agent Typs: GW Async Gateway -
Status O] Enabled

HTTP Address:

HTTP Port

HTTF Usemname: admin

HTTF Password: ssssese s

Use S8L. 1 ves

Agent Name

Agent Name Suffix

2 oK

After 2-3 minutes, a message should appear on the Redline Agent that the Async Gateway has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Document Viewer Agent (GroupWise 7.0+ only)

The Document Viewer Agent (GWDVA) is used to convert attachments for viewing in the WebAccess client.
Redline3.0 and above support monitoring this agent. There is no ConsoleOne interface for this agent.
Instead, open the GWDVA configuration file in a text editor. This file is normally named gwdva.dva and is
located in the same directory that the GroupWise WebAccess Internet Agent (GWINTER) is installed.

On NetWare the part in the configuration file looks like this:

Current File “SYS:SYSTEM\GWDUA.DUA"

; Default: Off

Add the following switches manually: T e T T

; Default port: 7439

> [http - Enable HTTP Interface

> [httpport -7439 - HTTP port to listen on
(7439 recommended)

> [httpuser -[username] - Specify the flseriuescuondiiofauthontica finulrcuucstonfo fIHTTERInTonns Clon N
Username for the HTTP interface Gl ;

> /httppw -[password] ) specify the Ctrl+F=Find F3=Find Next Ctrl+R=Replace Esc=Exit Fi=Help
Password for the HTTP interface

> [loglevel - verbose — turns on verbose logging

Save the file and restart the DVA by unloading and reloading the WebAccess Agent. Test by opening a web
browser by typing http://ipaddress:httpPort. For example if the GWDVA agent were running on a server
with an IP address of 192.168.2.3, and an HTTP port of 7439, http://192.168.2.3:7439

You should be prompted for the username and password you just assigned

> Do not proceed until this is working

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Document Viewer Agent. Specify the IP Address, Port, Username and Password.
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Redllne ¥ Logout @ Admin Guide @ Install Guide
A EEEEEEEESSSSS—————

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Aletts  Reports  Graphs | Configure  Manage
|
E];’ W System o W& Redline Agent: RLAgent-ricenterx32, version: 2.5.0 (1002), Flatform: Linux 2.6.27.18-5-pae, Uptime: 0d 0h Om @ Help
FEg Host Agent Information
§ Redline Agent Description Value
L )
Glebal Unique 1D {GUID) z
[# g Redline Database = Has -
& Monitored Agents
Agents [Type Desciption Unique ID Agent Name Status HTTP IP Address HTTP IP Port SSL Action
HosT Host 3 - ensbled - - - 4

27 Add or Edit Monitored Agent

Agent Type: GW DocView Agent -
Status; 7] enatles

HTTP Address:

HTTF Port

HTTP Username: admin

HTTP Password: ssesssse

Use SSL: F ves

Agent Neme

Agent Name Suffix

2 oK

After 2-3 minutes, a message should appear on the Redline Agent that the Document Viewer Agent has
been registered to the Control Center and shows up in the Control Center.

GroupWise Message Transfer Agent

Properties of MTA B $d|

DS Rights v | Other | Rights to Files and Folders |

{GroupWise v
Netwaork Address

Begin by writing down the IP address for this

TCPAP Address: |1 9216823

component on the installation work sheet.

NN

IPXISPX Address: [

Port SSL

Open the MTA object in ConsoleOne. Select the Heesgueiansie ”””:211 pratiea =]
N HTTP: [7180 2] [bisabled >
GroupWise/Network Address tab. -

Ensure that SSL is disabled and that the HTTP
port is assigned (the default is 7180). Note this
port on the installation worksheet.

Page Options... Cancel Apply Help
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Next, go to the GroupWise/Agent Settings tab.
A screen similar to the example will be
presented:

Assign a HTTP username and password. This
should not be the same as a valid eDirectory
account. Include this information in the
Appendix work sheet as well.

The MTA already defaults to having SNMP on
(unless /nosnmp is in the startup file), but

please assign a community name here (other
than public or blank) to reduce security risks.

Click OK to save your settings.

Testing

Wait one minute for the GroupWise configuration to propagate. Test your configuration with a web

browser by typing: http://ipaddress:httpPort

For example: if the MTA were running on a server with an IP address of 192.168.2.3, and an HTTP port of

7180, http://192.168.2.3:7180

You should be prompted for the username and
password just assigned. If this does not occur,
recheck the settings in ConsoleOne, and open
the agent’s startup file to verify that no startup
switches have overridden this configuration.
Also, try restarting the agent.

> Do not proceed until this is working

Return to ConsoleOne and reopen the agent.
Go to the GroupWise/Log Settings tab to verify
logging is on and set to verbose.

propertes o — R x
DS Rights v I Other | Rights to Files and Folders I
Scan Cycle: 15 2] seconds
Scan High: 5 ﬂ seconds
Attach Retry: 600 ij seconds
[V Enable Automstic Database Recovery
I~ Use 2nd High Priority Scanner
™ Use 2nd Mail Priority Scanner
SNMP Community "Get" String: |
HTTP Seftings
HTTP User Name: [admin
HTTP Password: Set Password
Page Options... Cancel ppl Help
rroperies orra 1,

NDS Rights ~ | Gther | Rights to Files and Folders |

Message Logging Level: |Full

Message Log File Path: |
™ Correlate Delivery Status Reports
I Collect Delivery Status Reports
I Collect Other Status Reports
[V Track Administrative Messages

3 i' days

Delete Reports After:

| L

I Cancel I

Page Options...

Ay

Help I

If you want to use Message Tracking you need to enable Message Logging for every MTA. This is disabled by

default.
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http://192.168.2.3:7180/

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
MTA Agent. Specify the IP Address, Port, Username and Password.

Redllne 3 ¥ Logout & Admin Guide @ Install Guide
.|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports | Grephs | Configure  Manage
L o =
G System & EE GW Message Transfer Agent: RLAgent-RETAIN2, vession: 2.5.0 (1003), Flatform: Linux 2.6.27.19-5-pae, Uptime: 0d 10h 38m @ Help
GW Internet Agent Agent Information
GW Message Transfer Agent Description Value
Global Unique ID (GUID) 4
GW Post Office Agent
& Monitored Agents
GWAVA 4.x/5
T Agents: Type Deswiption Unigue ID Agent Name Status HTTF IF Address HTTF IF Port SSL Action
os - 4
GINaVE  GWAVA 4.05 11 gwava 5 ensbled  192.188.1.104 45282 dissbled [ 9
Redline Agent ™ 4
GWIA  GW Intemet Agent [} - enabled  192.188.1.104 5850 disabled (X o6
Redline Databa; -
S HoST  Host 5 B cnabled - B B g 4
&) MTA GW Message Transfer Agent 15 - enabled 192.168.1.104 7180 disabled -_-—J, “
oA GW Fost Office Agent 13 - enabled  152.188.1.104 7181 disabled [ 36

2 Add or Edit Monitored Agent

Agent Type: GW Message Transfer Agent ~
Status: Enabled

HTTF Address: 192.168.1.104

HTTP Port: 7180

HTTP Username: redline

HTTF Password sseseee

Use SSL: [ ves

Agent Neme:

Agent Neme Suffix:

After 2-3 minutes, a message should appear on the Redline Agent that the MTA agent has been registered
to the Control Center and the GroupWise Domain shows up in the Control Center.
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GroupWise Exchange Gateway

The Exchange Gateway provides an http interface similar to most other GroupWise Agents. You need to
enable and configure this interface via ConsoleOne. Specify a username and password for the Exchange
Gateway in the GroupWise/Optional Gateway Settings tab and specify the http port on the Network
Address tab.

Optional you can configure the http interface by editing
the agent configuration file, which is exchange.cfg by
default and located in the same folder as the Exchange
Gateway binary file. The following switches need to be

added.

YV V V V

/http - Enable HTTP Interface

/httpport -portnumber - HTTP port to listen on (There is no default port, we suggest 9997)

Properties of Exchange =

/httpuser -[username] - Specify the Username for the HTTP interface

/httppassword -[password] - specify the
Password for the HTTP interface
/loglevel -verbose — turns on verbose logging

Save the file and restart the agent by unloading and

reloading.

Groupwise + | NOSRigrts + | Other | Rights to Fiies and Foiers |
Optional Gateway Settings |
Directory Sync/Exchange [None |
Accounting [ves |
Convert Status to Messages: [No =
Outbound Status Level [open =
Enable Recovery. [res =l
Retry Count: [—wﬂ (1-99)
Retry Interval l—sﬂﬁ seconds
Failed Recovery Wait: [Wﬁ seconds
Network Reattach Command |
Correlation Enabled [ves |
Comelation Age [ a2 oas
HTTP Settings
HTTP User Name: [
HTTP Password: Set Password
Page Options. \'*I Cancel Help
Properties of Exchange x|
GroupWise v | NOSRights ~ | Other | Rights to Files and Folders |
Network Address
TCPAP Address: [ % |
PX/SPX Address: [ Al
™ Bind Exclusively to TCPAP Address
Port
Message Transter: | 0 =]
HITP, I |
Page Options. OK Cancel Apply Help

Test by opening a web browser by typing http.//ipaddress:httpPort. For example, if the agent were running

on a server with an IP address of 192.168.2.3, and an HTTP port of 9999, http://192.168.2.3:9999. You

should be prompted for the username and password just assigned

Redline 3.5
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> Do not proceed until this is working
x|

GroupWise. ~| NoS Rights + | Other | Rights to Files and Folders |
Losteway Adminisirators |

If you want to have accounting information for reports
and message tracking, enable “Accounting” and specify
a gateway accountant. The accounting log files will be
sent to this user and can be imported into Redline via
SOAP automatically.

Administrator Role

Joa B Ny ) n

Page Options. Cancel I I Help

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Exchange Gateway. Specify the IP Address, Port, Username and Password.

Redllne ¥ Logout & AdminGuide & Install Guide
AR ————_—

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs | Configure  Manage
|
E]f’ J—— o WE Redline Agent: RLAgent-rlcenterx32. version: 2.5.0 (1002), Flatform: Linux 2.6.27.18-5-pae, Uptime: 0d 0h 0m @ Help
@ Host Agent Information
[ @ Redline Agent Description Value
Glebal Unique ID (GUID) 2
(¥ § Rediine Database a
& Monitored Agents
Agents [Type Desciption Unique ID Agent Name Status HTTP IP Address HTTP IP Port SSL Action
osT Host E} - ensbled - - B Eg 4

& Add or Edit Monitored Agent

Agent Typs: GW Exchange Gateway -
Status [ enabled

HTTF Address:

HTTF Port

HTTF Usename: admin

HTTP Password: ssssssse

Use SSL: E ves

Agent Nsme:

Agent Neme Suffix

@ CK

After 2-3 minutes, a message should appear on the Redline Agent that the Exchange Gateway has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Internet Agent (GWIA)

Begin by writing down the IP address for this
component. Record this information on your
worksheet. Open the GWIA object in ConsoleOne, and
go to the GroupWise/Network Address tab.

Ensure SSL is disabled and that the HTTP port is
assigned (the default is 9850). Note this port for the
work sheet as well.

Next, select the GroupWise/Optional Gateway
Settings tab.

Assign a HTTP username and password. This should not
be the same as a valid eDirectory account. Include this
information in the work sheet as well.

Select the GroupWise Identification tab. SNMP is
automatically enabled for the GWIA, but you should
assign a community name here (other than public or
blank, which present security risks). Click OK to save
your settings. Wait one minute for the GroupWise
configuration to propagate. Test in a browser by typing
http://ipaddress:httpPort

Properties of GWIA "

LDAP | POP3MAP4 | Server Directories | Access Control v | Reattach | Post Office Links | Groupwise ~

TCPIP Address:
IPXISPX Address:

Port SSL

HTe: [ o850 3] [oisabled =]
SMTP. [pisatiea =]
POP: [pisabied =]
MaP: [pisatied =]

NDS |

| Network Address

SU0EL.

Page Options...

Cancel Epply Help

Properties of GWIA i

POP3MMAP4 | Server Directories | Access Cortrol v | Reattach | Post Office Links

Directory Sync/Exchange:
Accounting:
Convert Status to Messages:
Outbound Status Level:
Enable Recovery:
Retry Court:
Retry Interval:
Failedl Recovery Wit
Network Reattach Command:
Correlation Enablect
Correlation Age:

HTTP Settings

HTTP User Narme:

HTTP Password:

&
@

Ll el L ] 1 [;"L

[None

fres

o

[unaeiivered

[es

[ 10 dae
_—
_—
[

[ves |
—T

[acimin

Set Password

Page Options...

OK Cancel Apply Help

Properties of GWIA

LDAP | POP3MMAP4 | Server Directories | Access Cortrol v | Reattach | Post Office Links

Dornain Geteway:
Description:

Subdirectory:
Time Zone:
Database Version:
Platform:

Gateway Type:
Gateway Alias Type:
Foreign ID:

SNMP Community "Get" String:

MJIBPRI.GWIA,

ccm-08:00) Pacitic Time (US & Canads), Tiuana

3
foindows

finternet Agent

[

[mittest.com

Ll Ll Led Ll Led

NDS R [4]]

x|

Page Options....

ok | cancel | pay | Hew

For example if the GWIA were running on a server with an IP address of 192.168.2.3, and an HTTP port of

9850, http://192.168.2.3:9850

Redline 3.5
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http://192.168.2.3:9650/

You should be prompted for the username and password just assigned. If this does not occur, recheck the

settings in ConsoleOne, and open the agent’s startup X
. . . . LBAP | POPaMAP | Sarver Directories | Access Cortrol + | Reattach | Post Offiss Links || GroupWiss + || o Fid (1]
file to verify that no startup switches have overridden S
. . . . og File [

this configuration. Also, try restarting the agent. o j'

M Log Fle Age: liiﬂ ays
> Do not proceed until this is working et ne e e

Return to ConsoleOne and reopen the agent. Go to the

GroupWise/Log Settings tab to verify logging is on and

set to verbose.
Page Options: O Cancel LR, Help

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Internet Agent. Specify the IP Address, Port, Username and Password. Optionally, you can enable a
connection test, which will connect to the SMTP port every 2 minutes and tests the gateway for availability
and if SSL over SMTP is supported or not.

Redline ¥ Logout @ AdminGuide © Instal Guide
R R EEEEEE_—_—_—_—_——————
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs  Configure  Manage
|
Ei@ oW System Q'.ﬁ Redline Agent: RLAgent-ricenterx32, version: 2.5.0 {1002), Platform: Linux 2.6.27.19-5-pse, Uptime: 0d Oh Om @ Help
™= B Host Agent Information
(¥ @ Rediine Agent Description Value

Global Unique I {BUID)

g Redine Database

£ Monitored Agents

Agents

[riee Desiption Unique ID Agent Nams Status HTTP IP Address HTTP IP Port st ‘action
HosT Hast 2 = snabled s = = g 4

2 Add or Edit Monitored Agent

Agent Type: GW Internet Agent A
Status Enabled

HTTP Address:

HTTF Fort

HTTF Username: admin

HTTF Fassword: sssssese

Use SSL: Yes

Agent Name

Agent Name Suffix

st Connection Test

The GWIA will be tested based on a SMTF connection, default on port 26, and SSL enayption support will be chedked.
Address

Port:

Usernsme:

Password

& CK

After 2-3 minutes, a message should appear on the Redline Agent that the Internet Agent has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Messenger Agent

Begin by including the IP address for this
component on the work sheet. Open the
Messaging Agent object in ConsoleOne, and go
to the Agent/Web Console tab.

Ensure SSL is disabled and that the HTTP port is
assigned (the default is 8311). Note this port on
the work sheet as well.

Assign a HTTP username and password. This

should not be the same as a valid eDirectory

account. Include this information in the work
sheet as well.

Next, select the Agent/General tab. Ensure
SNMP is enabled.

Click OK to save your settings. Wait one minute
for the GroupWise configuration to propagate
and then test by opening a web browser by
typing http://ipaddress:httpPort

For example if the Messenger agent were
running on a server with an IP address of
192.168.2.3, and an HTTP port of 8311,
http://192.168.2.3:8311

You should be prompted for the username and
password just assigned. If you are not, recheck
your settings in ConsoleOne, and open the
agent’s startup file to verify that no startup
switches override this configuration. Also, try
restarting the agent.

> Do not proceed until this is
working

Return to ConsoleOne and reopen the agent.

Properties of MessagingAgent

Agent = | NDSRigrts = | Other | Rights 1o Files and Folders |
Wieh Console

T

HITP Port:

 HTTF Authentication

I
|gsemame.

|aum|n|
i Password,

| SetPassword
L

| Enable S5L for'Weh Console

Page Options...

ok |

Cancel |

apoly |

Help

Properties of MessagingAgent

< Mps Rights | ther | Rigits to Fies and Foiders: |

|¥ Enable Messenger Services

¥ Enable SNMP

Path Setting

|
| Wark Path: |\\NW51\SYE\Nnve\I\NM\temp
L

Restore Default Settings |

Page Options... |

1

Cancel

Aty

Help

Properties of Messaginghgent

Agent - | NDSRights v | Cther | Rights ta Files and Folders |
Loy Settings

Disk Logging
|

| [ Enable disk Iogging

|
i Log Files Path

| . -
i Log Maximum Age (days) 14 z’
i Log Maxirmum Size (MB): 128 z’

|\\NW51 WS SiNovel\NMimatioos

Page Options

[s]13 I

Cancel

Apply

Help

Go to the Agent/Log Settings tab to verify logging to disk is on and set to verbose.

Redline 3.5
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From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Messenger Agent. Specify the IP Address, Port, Username and Password.

Red I i ne ¥ Logout & Admin Guide @ Install Guide
v ______________________________________________________________________________________________|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs = Configure = Manage
1
@i oW sysiem .00 & Redline Agent: RLAgent-rlcenterx32, vession: 2.5.0 (1003), Platform: Linux 2.6.27.19-5-pae, Uptime: 0d 3h 35m W@ Help
[H @ Rediine Agent Agent Information
(] § Redline Database Description Value
Global Unigue ID (GUID) 2
& Meonitored Agents
Agents: [Type Deswiption Unique ID Agent Name Status HTTF IF Address HTTF IF Fort S5L Action
HOST  Host El - ensbled - - = g 4

2¢ Add or Edit Monitored Agent

Agent Type: GW Messenger Agent A
Status: [T Enabled

HTTP Addrass:

HTTF Fort:

HTTP Usemame: admin

HTTF Password LI LT Y )

Use S5L [ ves

Agent Name:

Agent Name Suffix

2 COK

After 2-3 minutes, a message should appear on the Redline Agent that the Messenger Agent has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Messenger Archive Agent
The Messenger Archiving Agent is configured
almost identically — Open the Archiving Agent
object in Console One, and go to the
Agent/Web Console tab.

Assign a HTTP username and password. This
should not be the same as a valid eDirectory
account. Write down this information in the
work sheet as well.

Ensure SSL is disabled and that the HTTP port is
assigned (the default is 8313). Note this port in
the work sheet.

Next, select the Agent/General tab. Ensure
SNMP is enabled.

Click OK to save your settings. Wait one minute
for the GroupWise configuration to propagate.

Test it in a web browser by typing
http://ipaddress:httpPort

For example if the Archiving agent were running

on a server with an IP address of 192.168.2.3

Properties of MessagingAgent

Agent  ~ | NDSRights = | Qther | Rights to Files and Foiders |
Wieh Consale

HTTF Port: 7180 ﬁ

FHTTR Autr

igsemame. |aum|n|

|
EFESSWUW SetPassword
|

[~ Enable S5L for'Weh Cansole

Page Options:

OK

Cancel

Apply

Help

Properties of ArchiveAgent [ x]

| oS Rights v | Other | Rights to Fies and Falders |

v Enable Messenger Services

IV Enable SNMP

Path Settings

Work Path: I\\NW51 1SYSINoveliNMitemp

Restore Default Settings

Page Options...

Cancel

Help

and an HTTP port of 8313: http://192.168.2.3:8313

Redline 3.5
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You should be prompted for the username and password just assigned. If you are not, recheck your settings
in ConsoleOne, and open the agent’s startup file to verify that no startup switches override this
configuration. Also, try restarting the agent.

> Do not proceed until this is working — EEEI=EIITErIIEET E
Agent v | NDS Rights | Cther | Rights to Files and Folders: |
Log Settings
Return to ConsoleOne and reopen each of the Log Lever: I8

rD\sk Logging

agents. Go to the Agent/Log Settings tab to .

I v Enable disk logging

Log Files Path: I\\NW51\SYB\NDVEII\NM\ma\IDgS &

. . . . |
verify logging to disk is on and set to verbose. |
! Log Maximum Age (days): I—M:CI
|
|
|

Log Waximum Size (MB): 128 ::I

Page Options... Ok I Cancel Apply Help

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Messenger Archive Agent. Specify the IP Address, Port, Username and Password.

Redline F Logout @ Admin Guide @ Install Guide
- O 0 — |

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs  Configure  Manszge
E]l’ W System O WX 2 Redline Agent: RLAgent-ricenterx32, vesion: 3.5.0 (1003), Platform: Linux 2.6.27 18-5-pae, Uptime: 0d 3h 35m @ Help
@ Rediine Agent Agent Information
[¥] g Rediine Database Description Value
Global Unigue ID (GUID) 2
8— Monitored Agents
Agents: Type Desiption Unique ID Agent Name Status HTTF IF Address HTTF IF Fort S5L Action
HOST  Host 2 - enabled - - = g 4

é}' Add or Edit Monitored Agent

Agent Type: GW Messenger Arch Agent -
Status: Ensbled

HTTF Address:

HTTP Port:

HTTP Usemame: admin

HTTF Password: ssssssee

Use SSL. Yes

Agent Name:

Agent Name Suffix

@ OK

After 2-3 minutes, a message should appear on the Redline Agent that the Messenger Archive Agent has
been registered to the Control Center and shows up in the Control Center.
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GroupWise Mobile Server

Since Version 7.0.1 Novell ships the GroupWise Mobile Server, which is used to connect mobile devices like

PDA's, phones etc to GroupWise.

Redline ships with configuration files for GroupWise Mobile Server 2.x/3.x, and the files must be copied

into the GroupWise Mobile Server.

If you are running GW Mobile Server 2, copy the
file .../redline/conf/GWMobileServer/redline.jsp
and
.../redline/conf/GWMobileServer/rlaccounts.jsp
to your Mobile Server Program Files/Intellisync
Mobile Suite/admin/diag folder.

On Linux, the files go in
/opt/ims/www/admin/diag.

Datei Bearbeiten Ansicht Favoriten Extras  ? [ﬁ

=101

dzurick v = - (2] | @ Suchen ‘EOrdner BN X o E

Adresse ]

C:\Program Files\Intellisync Mobile Suiteladminidiag

| @wechseinzu

Ordner Xl 2 el = Dateiname Grof &
=S¥} Intellisync Mobile Suite - H L ! SK
=1 admin e ] resetall.jsp 2K
-] activewidgets1 diag =] rpc.jsp 2K
{1 ajax [#] sendreceive.asp 3K
s redline.jsp #] sessiontest.jsp 2K
{11 datasync BP-Datel 8] stackirace.jsp 1K
£ diag Gedndert: 01.06.2007 14:40 A status.jsp 1K
1 include — « =] support.jsp 1K
&1 diree Grofie: 4,01 KB [#] syncmlsettings.jsp 14K
- help Attribute: (Normal) =] synctasks.jsp 1K
{1 images ] system.jsp 3K
(] includes [ tasks.jsp 1K
-] WEB-INF [#] webinfo.jsp 4K
-1 bin (] xml.jsp o=
{1 client - 4 | »
Typ: J5P-Datei Gréfe: 4,01 KB 4,01 kB |G arbeitsplatz 7

For Redline to access this file it is necessary to create a

new administrator account. Start the Intellisync Admin

Console, right click on WebAdmin and select Launch

WebAdmin.

Redline 3.5

"Hi Intellisync - [Console Root'Intellisync Mobile Suite',WebAdmin]

J“ﬁg Konsole  Fenster 2

IJ Vorgang Ansicht  Favoriten H = = ‘ | E@
Strukiur | Favoriten | (
(L1 Consale Root

=@ Intelisync Mobile Suite

[+ g Management
[+ Email Accelerator

WebAdmin
Webadmin allows you tof
information related to yo

To launch the Webadmiry
menu, where you will thg
logged in as the sysadm
administrators. These ad
going to http:ff<server
hosting the Webadmin.

&9 Profile Launch WebAdmin

Ansicht 2
MNeues Fenster

Meue Taskpadansicht...

Hilfedatei anzeigen
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In WebAdmin, select Administrators and create a new Administrator which will be used in Redline.

Novell

0 Suite Console, you are logged in as admin

\
A powered by Nokia Intellisync

E apse a danagement > Administrators Logout = Help
Dashboard ini
= Administrators
Users
! Done New Delete Export Print
Devices
Groups
All Columns Search
Reports El
2 items
Logs Administrator Name Description Status
User Settings Initial administrator Active Vi
System Settings edline For Redline Integration Active 01/04/2011 02:46:36 PM
Management
Servers

Administrators

Documentation

© Nokia 2007

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Mobile Server. Specify the IP Address, Port, Username and Password. Make sure that you select GW Mobile
Server 1 or 2x/3x, depending on what Version you are running.

Redllne ¥ Logout & Admin Guide @ Install Guide
. |

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs | Configure  Manage
1
E@ oW system o 3 Redline Agent: RLAgent-rlcenterx32, version: 2.5.0 (1002), Platform: Linux 2.6.27.18-5-pae, Uptime: 0d 3h 35m W Help
@ Rediine Agent Agent Information
(¥] g Redline Database Description Value
Global Unigue ID (GUID) 2
£ Monitored Agents
Agents Type Desaription Unique ID Agent Name Status HTTF IF Address HTTF IF Port SSL  Adion
HOST  Host a - ensbled - - B o &K

&< Add or Edit Monitored Agent

Agent Type: GW Mobile Server 2.x/3.x v
Status: [T Enabled

HTTF Address,

HTTF Port:

HTTF Usemname: admin

HTTP Password: sesssens

Use SSL [ ves

Agent Name:

Agent Name Suffix

& OK

After 2-3 minutes, a message should appear on the Redline Agent that the GW Mobile Server has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Notes Gateway

The Notes Gateway provides a http interface similar to most other GroupWise Agents. You need to enable
and configure this interface via ConsoleOne. Specify a username and password for the Notes Gateway in
the GroupWise/Optional Gateway Settings tab.

Properties of Notes [ <]

Required Parameters DS Rights v | Other | Rights to Files and Folcers |

Optional you can configure the http interface by e
. : . : . i Directory Synt/Exchange: [None =
editing the agent configuration file, which is Avcounting: [res =
notes.cfg by default and located in the same FonierSiEta f HEssages L L
Outhound Status Level: [oren =l
folder as the Notes Gateway binary file. The Enable Recorery: [res =
. . Retry Caunt: 102 ¢-99)
following switches need to be added. e =
Failed Recoveny Wait: 3600 él seconds
Network Reattach Command: |
Caorrelation Enabled: [ves =l
Conrelation Age: 14 2] days
> [http - Enable HTTP Interface e oetinge
> [httpport-portnumber - HTTP port to HTTE User Narre: I
listen on (There is no default port, we HELEER v _satrassvod_|
suggest 7175)
> /httpuser-[username] - Specify the  —toetios. | 2 [T (R BT
Username for the HTTP interface
> [httppassword-[password] - specify the Password for the HTTP interface
> [loglevel -verbose — turns on verbose logging
x|
GroupWise v | NDS Rights v | Other | Rights toFiles and Folders |
Network Address
- : TCPIP Address: [ Z|
Save the file and restart the agent by unloading ko | -
and reload'”g- I™ Bind Exclusively to TCPAF Address
Port
Message Transfer: 0 %]
HITP: [
Fage Options... oK Cancel Apply I Help
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Test by opening a web browser by typing http://ipaddress:httpPort. For example, if the agent were running
on a server with an IP address of 192.168.2.3, and x|
an HTTP port of 9999, http://192.168.2.3:9999. - -
You should be prompted for the username and

password just assigned

> Do not proceed until this is working

Add
Administrator Role
|
i
. . . =
If you want to have accounting information for | =
reports and message tracking, enable ——— Soe ) (e

“Accounting” and specify a gateway accountant.
The accounting log files will be sent to this user and can be imported into Redline via SOAP automatically.

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor the
Notes Gateway. Specify the IP Address, Port, Username and Password.

Redline : 4 Logout @ Admin Guide @ Install Guide
|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs  Configure  Manage
L -
i@ ow system A Redline Agent: RLAgent-ricenterx32. vesicn: 2.5.0 (1002). Platform: Linux 2.6.27.18-5-pae, Uptime: 0d 3h 35m @ Help
[# @ Redine Agent Agent Information
Redline Database Description Value
E pti
Global Unigue 1D (GUID) 2
£ Monitored Agents
Agents: Type Desmiption Unique ID Agent Name Status HTTF IF Address HTTF IF Fort S5 Adion
HOST  Host 3 - enabled - - = g 4

é‘ Add or Edit Monitored Agent

Agent Type: GW Notes Gateway -
Status: Enabled

HTTP Address

HTTF Fort:

HTTP Usemame: admin

HTTFP Password sssssRed

Use SSL. Yes

Agent Mame:

Agent Name Suffix

@ OK

After 2-3 minutes, a message should appear on the Redline Agent that the Notes Gateway has been
registered to the Control Center and shows up in the Control Center.
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GroupWise Post Office Agent

Begin by writing down the IP address for this
component on the work sheet provided in the

Appendix.

Open the POA object in ConsoleOne, and go to
the GroupWise/Network Address tab.

Ensure SSL is disabled and that the HTTP port
is assigned (the default is 7181). Note this port
on the work sheet as well.

Next, select the GroupWise/Agent Settings tab. Assign an HTTP username and password. This should not

be the same as a valid eDirectory account.
Write down this information in the work sheet
as well.

Make sure SNMP is turned on. You probably
want to assign a community name, other than
public or blank (which defaults to public), to
reduce the security risk.

Click OK to save your settings.

Redline 3.5

g

NDS Rights v | Other | Rights to Files and Folders |

TCPIP Address: [19218823 Zl

Proxy Server Address: | ZJ

IPXISPX Address: [ Z|

Port SSL SSL Port

Message Transfer: Wﬂ ,W]

HITP: [7181 2 [oisabled =]

Local Infranet Client/Server: Wﬂ ,W]

Internet Proxy Client/Server: r—Dﬂ ’W

Map: [T1232] [oisaied =] [ 293 2]

CcAP: [1028 2 [isabled |

Page Options... OK Cancel I Apply: Help

Properties rpon 51

Ut NDS Rights ~ | Cther | Rights to Files and Folders |
Agent Settings

[V Enable Caching E|
CPU Uttilization (NLM): 85 il percent
Delay Time (NLM): 100 i’ miliseconds
Max Thread Usage for Priming and Moves: l_Zﬂ_ﬂ percent
I Enable MaP
Max IMAP Threads: 50 ﬂ
I” Enable CAP
Max CAP Threads: 50 i’
I” Enable S0AP

IV Enable SNMP
SNMP Community "Get" String:

~HTTP Sefting;
HTTP User Name: Iadmin
HTTP Password: Set Password

Ll

Page Options...

Cancel Apply | Help
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Testing

Wait one minute for the GroupWise configuration to propagate. Test in a web browser by typing:

http://ipaddress:httpPort

For example if the POA were running on a server with an IP address of 192.168.2.3, and an HTTP port of

7181, http://192.168.2.3:7181

You should be prompted for the username and password just assigned. If this does not occur, recheck the

settings in ConsoleOne, and open the agent’s startup file to verify that no startup switches have overridden

this configuration. Also, try restarting the agent.

» Do not proceed until this is working

Return to ConsoleOne and reopen the agent.
Go to the GroupWise/Log Settings tab, and
verify logging is both on and set to verbose. It is
not necessary to specify the Log File Path.
GroupWise will use the default path.

Redline 3.5

Properties of POA E

Log File Path:

Logging Level:
Max Log File Age:

Max Log Disk Space:

DS Rights v | Other | Rights to Files and Folders |

lVerbose
T ii days
[ 65535 2] Keytes

Ll I

Page Options...

OK I Cancel I

Appl

|

Help I
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http://192.168.2.3:7181/

GWCHECK Scheduled Events in the GroupWise POA

Why are GWCHECK log files important?

GWCHECK log files are an important source of user information in Redline. In order to get this information
in the correct way, some settings have to be configured in ConsoleOne. If these settings are not correct,
incomplete data is created, or no data at all. Several reports depend on these.

GWCHECK always runs on the POA. If administrators want to have information from GWCHECK, they must
configure the GWCHECK reports on every POA from which information is needed.

Redline requires three GWCHECK log files. Their default location is: <PathToYourPostOffice>/wpcsout/chk/

If these files are not generated in this folder, Redline will not be able to read and analyze them. The content
of these GWCHECK files are different and provides different kinds of data for the reports. These three log

files are:
gwaudit.log - GWCHECK Audit report mbstats.log - GWCHECK Mailbox statistics
> User Name User Name
> Post Office Name Post Office Name
> UserDB file Full Name
» Last Active date/time UserDB file
> Inactive Days Last Active date/time
> License Type License Type

Messages Total
Messages InBox
Messages OutBox
Messages Basket

gwstats.log - GWCHECK Expire statistics

> User Name # of Mails

> Post Office Name # of Notes

> Full Name # of Tasks

> Mailbox Size # of Appointments

» Last DRN # of Phone Messages
> User MSG file # of Profiles

> Data Records # of Attachments

> Deleted Records # of Search folders

> Setup Records Mailbox Size

> Record Bytes Last DRN

Data Records

Record Bytes

Max. Mailbox Size
Mailbox Size Threshold

VVYVY VYV VY VYV VYV VY VY VY VY VVYVVYVYYVVY
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Creating the GWCHECK events

(5 wny wiorla

To create the reports, load Console One and open EE?NDW
the POA properties. Go to the
GroupWise/Scheduled Events tab. Three different
jobs must be created, each under a collective entry
of Redline Tasks.

G L [E[X

File Edt View Toos Help

e B =e 1 2 eaee e . <
Pro)

If the Redline Tasks option doesn't already exist,

click Create, and enter Name, Event Type, and ‘ .
. . . . fiser. acminresourcen
Trigger information exactly as shown below. This ——

instructs the GroupWise POA to generate these
three log files once per day at 12:30 AM. We recommend a daily run of these Redline Tasks.

> Note - Until these GWCHECKs
run, many reports will be not
be populated with data.
> Note - Do not use an Interval in GWCHECK - this feature is problematic.

When returning to this screen after configuring the GWCHECK options, ensure the checkbox next to
Redline Tasks is enabled.

When creating Redline Tasks, a Default T |

Maintenance task may appear in the Actions s [Rediine Tasks

frame. It should be left unselected. Event Type: [MailboxLibrary Maintenance =l
[ Trigger

Individual GWCheck actions — Audit Report, GW r emkiay

Stats, and MB Stats, must also be created. See ' Daily Tirne: [12:3080]

. epe o

the next section for specifics. e
[Action:

Note - Remember to make sure all of the [ Audit Create |

. . [ Default POA MailbowLibrary Maintenance Actions it
GWCHECK actions are enabled (the checkbox is = o
selected) — when first created. These are [ M8 stats Delatz

disabled by default.

Check the Results tab while creating each of the
three GWCHECK actions. Make sure that Logfile ok | cancel Help
Results are NOT sent via e-mail to the

Administrator. Otherwise the data is not stored to disk, and Redline has no access to it.

» Each GWCHECK action requires verbose logging to be enabled.

Redline 3.5 © 2011 GWAVA Inc. 52



Audit Report (GWAUDIT.LOG)

>
>
>

For the name, type in gwaudit

Change the Action to Audit Report

Click the Logging tab and enter
gwaudit.log Check the box for Verbose
logging

Click the Results tab and make sure that
nothing is checked

Click OK to confirm your changes or
Cancel to leave your settings unchanged

Mailbox Statistics (GWSTATS.LOG)

>
>
>

Redline 3.5

For the name, type gwstats

Change the Action to Mailbox Statistics
Click the Logging tab and enter
gwstats.log Check the box for Verbose
logging

Click the Results tab and make sure that
nothing is checked

Click OK to confirm your changes or
Cancel to leave your settings unchanged

Scheduled Event Action @

Matre: |Aud'rt Repart

Action:  [sui Repo% [=]

Showy accounts without activity for previous

Wi‘ days

Detebases Logaing | Resuts | isc |

gpwvaudit log

v werboze logging

Log File:

{8 Scheduled Event Action @

Iame: |GW Stats

Action:  |Mailoox Statistics |

(% Mailbox Statistics

Eox limit 500 i‘ items
(" Expire Statistics

- [ .2
r ]—[%il
- [0 2
- B
-
Ihcluce
™
™
™

-
-

Cancel
[

Help

Databases Logging l Results] Misc] Exclude]

gwvstats log

[¥ “erbose logging

Liog File:
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Mailbox analysis (MBSTATS.LOG)

>

>
>
>

A\

For the name, type in mbstats

Change the Action to Mailbox Statistics

Click the radio button for Expire Statistics

Click the Logging tab and enter mbstats.log Check
the box for Verbose logging

Click the Results tab and make sure that nothing is
checked

Click OK to confirm your changes or Cancel to
leave your settings unchanged

Scheduled Event Action @

Ilarne: |MB Stats

o |

Cancel
Help

Ation: Wil Statistics

=]
" Mailox Statistics

ER-
5 Expire Statistics
'Ti‘ days
,Té‘ days
[oor 2
[sor 2l

I ttems older than

I Downlnaded items older than
¥ ttems larger than

I™ Reduce mailox to

I™ Reduce mailkox to limited size
Inciude:
I Received tems
[V Sent items
[ Calendar tems
™ only backed-up items
[ Only retained tems

Detabases Logaing | Resuts | Misc | Exciue |

mbstats.log

[V verbose logging

Log File:

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the Post Office Agent. Specify the IP Address, Port, Username and Password. In Addition to that it is
possible to run a regular SOAP connection test on the Post Office. The Redline agent will try to connect
to the SOAP port every 2 minutes, and generates a report if this is not possible.

Redline

SYSTEM VIEW

1
Ei@® W system

He
(¥ § Rediine Database

Redline Agent

& Add or Edit Monitored Agent
Agent Type: {GW Post Office Agent
Status: Ensbled
HTTP Address:
HTTP Port
HTTP Usemame: admin
HTTP Password sessssee
Use SSL_ 7=
‘Agent Name:

‘Agent Name Suffix:

i3 Connection Test

The POA wil be chedked against the SOAR por and a login/iogout fo the defined account wil be done.
Address:

Fort:

Usemame:

Password:

- Logout @ AdminGuide @ Install Guide
Dashboard Aleris System View Reports. Message Tracking Configure Favorites Auto Refresh
Summary  Status  Settings | Alerts  Reports | Graphs | Configure  Manage
Q& [T rediine Agent: RLAgent-rlcenterx32, vesion: 2.5.0 (1003, Plstiorm: Linus 2.6.27.13-5-pse, Uptime: 0d 2h 25m @ Help
Agent Information
Description Value
Globsl Unique 1D (GUID) 2
& Wonitored Agents
Agents: fryee Desaription Unique D] Agent Name Stat HTTP IP Address HTTP IP Port ssU ‘Adtion
osT Host 5 2 ensbled - Zx

2 0K

After 2-3 minutes, a message should appear on the Redline Agent that the POA agent has been
registered to the Control Center and the GroupWise Post Office shows up in the Control Center.

Redline 3.5
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GroupWise WebAccess Agent

Begin by writing down the IP address for this
component. Record this information on your
worksheet. Open the WebAccess object in
ConsoleOne, and go to the
GroupWise/Network Address tab.

Ensure SSL is disabled and that the HTTP port is
assigned (the default is 7211). This port should
be noted in the work sheet as well.

Next, select the GroupWise/Optional Gateway
Settings tab.

Assign a HTTP username and password. This

should not be the same as a valid eDirectory

account. Include this information in the work
sheet as well.

Select the GroupWise Identification tab. SNMP
is automatically enabled for the WebAccess,
but you should assign a community name here
(other than public or blank, which present
security risks).

Click OK to save your settings. Wait one minute
for the GroupWise configuration to propagate.
Test in a browser by typing
http.//ipaddress:httpPort

Redline 3.5

Properties of WEBACGS5A

WiehAoness | WebPublisher | Access Cortral v | Reattach | Post Office Licks | GroupWise  + | NDSRights = | & ]
Metwork Address

2l
Z

TCPIP Address:

IPX/SPY Address:

Port ssL
7211 2] [piscbies

HTTP:
TCP 7208 3
ClientiServer: IDiSEh\Ed N

19218823

S|

Page Options..._| o | cancet | smy | ke |
x
Webaccess | WebPublisher | Access Control v | Reattach | Post Office Link: NDS Righ! []¥]
Directory Sync/Exchange: [Nnna =
Accounting: IVes L]
Convert Status to Messages: [No _'_]
Outhound Status Level: IOpen 3
Enable Recovery: IYes _'_l
Retry Count: 10 ii (1-89)
Retry Interval: 5 ﬂ seconds
Failed Recovery Wi 3600 2] seconds
Network Reattach Command: |
Correlation Enabled: IYes LI
Correlation Age: 14 ﬂ days
HTTP Settings
HTTP User Name: Iadm\n
HTTP Password: Set Password
Page Options... OK I Cancel I Apply Help. |
Properties of WEBACBSA x|

WebAcoess l WebPublisher I Access Cartral v| Reattach | Past Otfice Links ‘ GroupWise ~ || NDS Rights = I ot [(]v]

Domain Gateway:

Idertification

MIBPRI WEBACESA

Description:

Subdirectory; I LI
Titne Zore: JeomT-e00) Pacitic Time (US & Canads); Tiuana =l
Database Yersion 3 =]
Pletform: Jincdaves =l
Gatevvay Type: IGroup\Mse WehArress LI
Gateray Aliss Type; |

Foreign ID: |

SHIMP Commurity "Get" String |

Page Options .| ol cancel || Apoly vl |
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For example if the WebAccess agent were running on a server with an IP address of 192.168.2.3, and an
HTTP port of 7211, http://192.168.2.3:7211

You should be prompted for the username and password just assigned. If this does not occur, recheck
the settings in ConsoleOne, and open the agent’s startup file to verify that no startup switches have
overridden this configuration. Also, try restarting the agent.

» Do not proceed until this is working

Return to ConsoleOne and reopen the agent. &

WehAcoess | WiehPuklisher l Access Cartral v| Resttach l Past Otfice Links |;Group\nﬁse ~i| NDS Rights vl ot [(]v]
iLog Settings

Go to the GroupWise/Log Settings tab, and

verify logging is on and set to verbose. ety | s
Logging Levet IVerbose LI
. Max Log File Age: 7 il days
> NOte - Some versions Of Max Log Disk Space 1024 il WBytes

GroupWise will not write the
WebAccess logs to disk unless
the startup file (strtweb.ncf) is
edited to add /logdiskon as a
command line switch.

Page Cptions ok | cancal | spy | hem |

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the WebAccess Agent. Specify the IP Address, Port, Username and Password. In Addition to that it is
possible to run a regular connection test. The Redline agent will simulate logging in via a browser and try
to do a full login every 2 minutes, and reports if this isn't possible.
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http://192.168.2.3:7211/

Redline- ¥ Logowt @ AdminGuide @ InstaGuide
-

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Sattings  Alets  Reports  Graphs  Configure  Manage
|
@ oW system Q& XTI rediine agent RLAgent-rlcenterx32, Verion: 350 (1003), Plstform: Linux 2 5 27.15-5-pas, Uptime: 0d 3h 35m & Help

E @ Redine Agent Agent Information
[® g Rediine Database Deseription Value

Global Unique I3 (GUID)
& Wonitored Agents

Agents:

frype Description Unique 1D Agent Name. Stats HITP 1P Address HITP P Port = “action
osT Hast 3 - enabled - - - R

£ Add or Edit Monitored Agent

Agent Type: GW WebAccess Agent -
status Enabled

HTTF Address:

HTTP Port

HTTP Username: admin

HTTF Fassword esessves

Use SSL. Yes

Agent Name:

Agent Neme Suffix:

> Connection Test

The WebAcoess test will do a web based login to the defined account. Default is Port 80
Address:

Port

Username:

Password,

2 oK

After 2-3 minutes, a message should appear on the Redline Agent that the WebAccess agent has been
registered to the Control Center and the GroupWise WebAccess shows up in the Control Center.

GroupWise WebAccess Application

Beside the WebAccess Agent and the Document Viewer Agent you can monitor the WebAccess
Application as well. In order to enable WebAccess Application monitoring, you need to configure the
webacc.cfg file. This file is located here:

Windows and NetWare:novell\webaccess\

Linux: /opt/novell/groupwise/webaccess/

HEBHBRHBHBHEHERHBHBE BB HBHBR R HBH B R BB R R B R BB R BHBH R R HBHBR R R BHBR R R R BN T
# Application Administration Tool :
# Invoked on the URL

# (e.g. http://<serverd>/gu/uebacc?action=Admin.0Open) -
HEBHRRHBHBHERERHBHBRRRHBHBHERERHBHBR R R BHBR R HBHBRBRERHBH BB R B R BB R BH BRI ERY

Admin.WebConsole.enable=true
Enable the http server for the WebAccess ndninNebConsale iscrnanc adnin
Admin.WebConsole.passuword=passuword
App|lcat|0n by edltlng WebaCC Cfg By default Admin.WebConsole.helpPath=/gu/com/novell/uebaccess/uebconsole/helprens
. . . ) ’ ! tmtwmam_mummummmtmmutmmmumamnwmtmnmmmmmutmummnuwwtmuunuuunummmuu :
the http interface is disabled. ERSccunley

mtuumummmmmumtmtmtmtmtuumtmtm:m:uuuuuuuuu»umttmmtuumtuuuuuuuuuuuuuuuuuuuul

# Specifies the amount of inactive time before the servlet will logout the use

Restart JAVA in Order tO enable the http # This allouws the serulet to free up resource in use by inactive sessions.

interface. i i e

Ctrl+F=Find F3-Find Next Ctrl+R-Replace Esc-Exit Fi-Help
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From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the WebAccess Application. Specify the IP address, port, username and password.

Redline

SYSTEM VIEW

|
EHig® oW system
@ Redine Agent

[ g Redine Datanase

‘Dashboard Alerts

<f Logout @ AdminGuide @ Install Guide

& Add or Edit Monitored Agent

e {GW WebAccess Appl. i+
Status: [ enasiea

HTTP Address:

HTTP Port

HTTP Usemame: admin

HTTP Password: LITITTIIL]

Use 5L [ vea

Agent Name:

Agent Name Suffix

System View Reports Message Tracking Configure Favorites Auto Refresh
Summary  Ststus | Settngs  Alerts  Reports  Graphs  Configure  Msnsge
Q& IETNA rediine Agent: RLAgent.rlcenterx32, Verion: 2.5.0 (1003), Platform: Linux 2 6.27.15-5-pa, Uptime: 0d 3h 35m ) Help
Agent Information
Desoription Vaiue
Global Unique D (SUID) 2
& Monitored Agents
Agents ryee Desaription Unique 1D ‘Agent Name Status HTTF IF Address WTTF IF Port SsL “Adtion
hiosT Host 2 enabled - g4

2 oK

After 2-3 minutes, a message should appear on the Redline Agent that the WebAccess Application has
been registered to the Control Center and shows up in the Control Center.

Redline 3.5
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GWAVA

GWAVA 3.5 or higher can be monitored by Redline. Older versions are not supported, and GWAVA 4 is
configured differently than GWAVA 3.x. The first part explains the configuration you need to do for

GWAVA 3.
& GWAVA Configuration |._||E|g|
~ Login
1 admin To lagin via the bindery, leave the NDS
SETnAMmS | zerver field blank. For an NDS login.

P d o | bath the MDS server and User name

@ G figlds should include the ful ND'S

contest. In either caze, the user should
Hotify Optiong be granted RWCEMF rights to the
MTA Server | | Domain and Product directaries.
e and context
Mizcellaneous

HTTP Server Pott | 71584 [0 ar blank dizables service)

[ |

Licenzing [ Preserve statistics on restart
g@ [ Gwigsie iz installed in a cluster
Advanced
[ Ewvent Text ] [ M TA Startup File ] [ Meszage Attachment
[ [ ecompreszion Enging ] [ SHP ]
w
. - | Ty Current bMT A Startup File: [\WMWESYsushSTS TEM vdom. mta >
anee PPY | Cunient Product Directon:  [C:\Program Files\Beginf nite\ G WV AN GWEVA CrIGLIE new servel

GWAVA contains an embedded HTTP server similar to the GroupWise agents. To enable this server,
launch the GWAVA Configuration Program. Select the Miscellaneous tab. Ensure the HTTP Server Port
entry contains a valid TCP Port (non-zero). 7184 is the recommended default. This port is needed in the
RLAGENT configuration file.

GWAVA does not require authentication information. To test this HTTP server, open a command line
interface and type Telnet IP address 7184. For example: Telnet 192.168.2.3 7184 should connect to the
server. Several carriage returns will exit the server interface. If there is no connection, recheck GWAVA's
settings.
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Logging

GWAVA's logging must also be
on. Go to the Logging tab, and

ensure that the Enable logging
of console information to disk
checkbox is enabled. The Level
of date/time detail drop-down
menu should be set to Display

Date/Time.

& GWAVA Configuration

— | & Enable logging of console information to disk.
‘ n | Log files shouldn't exceed 1024 KB
| Logaing
Rollover log when older than 1 days
Level of date/time detail Display Date/Time v
Location of Files Offine logaing
[]Verbose logging
Server Profile [ Automatically prune logs
F Remove logs older than 7 days
=y
[ Remove at 2 hour (0..23)
Surveillance
I@‘ [ Remate IP Logging ] [ Event Logging ]
Notify Opti
IR SR [ Reports ] [ Scheduled Output ]
;
o = i = Current MTA Startup File: — [NANWS145YSASYSTEM\gw2dom MTA o
ek PPY | Cunent Product Dirtectory: ~ [WNW5146YS \gwsyshaw2dom\GWAVA kit lalis

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the GWAVA 3.x Agent. Specify the IP Address, Port. Username and Password are ignored.

Redline 3.9 ¥ logout @ AdminGuide @ Install Guide
Dashboard Nerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary = Status  Settings  Alerts | Reports  Graphs  Configure  Manage
| =
D@ ow ovsem (X8 100 Redline Agent: RLAgent-ricenterx32, version: 2.5.0 (1002), Platiorm: Linux 2 & 27 19-5-pae, Uptime: 0d 3h 35m @ Help
(@ Rediine Agent Agent Information
@ g Redine Database Description Value
Gicbal Unique D (GUID} 2
& Monitored Agents
Agents: fryee Description Unique ID ‘AgentName. Status HTTP IP Address HTTP IP Port ssL “adtion
osT Hest 2 enabled Eg 4
& Add or Edit Monitored Agent
Agent Type: GWAVA 3.x hd
Status [ Ensbied
HTTP Address
HTTP Port; 7184
HTTP Usemname: admin
HTTF Password: pey
Use SSL- [ ves
Agent Name:
Agent Name Suffix
@ OK

After 2-3 minutes, a message should appear on the Redline Agent that the GWAVA 3.x agent has been
registered to the Control Center and shows up in the Control Center.

Redline 3.5
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GWAVA 4x / 5x

GWAVA 4 is entirely web based and all that is necessary is to create an administrator account for

Redline. Log into the web interface, go to System Management/Administrator accounts and specify the

new username and password.

GWAVA *

~ Home Pages

/&2 User Accounts

Login Name redline

) Welcome

/] Quarantine manager Password

@ Documentation

Confirm Password

save Changes | fi& & @ (?))

Add New Administrator

| Bookmarks
|7 System

redline

Set Password

Preferences

IAdmin
= [fy System management
£8 Administrator accounts
(@ System information
<7 Default settings
® o Servers
# § Advanced

Set Password

&

Preferences

Note — It is important to know that GWAVA 3 and GWAVA 4 are configured differently in Redline. If you
do it manually, make sure you use the correct configuration block in rlagent.conf.

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the GWAVA 4.x/5 Agent. Specify the IP address, port, username and password. GWAVA 4.x/5 requires a

username and a password.

Redhne ¥ Logout © Admin Guide @ Install Guide
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary | Status | Settings | Alerts | Reports  Graphs  Configure  Manage
D 6w system Q& TR rediine Agent: RLAgent-rlcenterx32, Version: 2.5.0 {1003), Platiorm: Linux 2.6 27.18-5-pae, Uptime: 0d 3h 35m @ Help
F @ Rediine Agent Agent Information
@ § Redine Database s Value
Global Unigue ID (BUID) 2
& Monitored Agents
Agents: Tvpe Desaription Unique ID Agent Name Status HTTF IP Address HTTF IP Port ssL Adion
hiosT Host a B enabled B B g 4
& Add or Edit Monitored Agent
Azt Type [GWAVATRE T -
Stetus: [ Ensbiea
HTTP Adaress
HTTF Fort
HTTP Username: admin
HTTP Password: ssssases
Use SSL: 1 ves

Agent Name:

Agent Name Suffix

@ oK

After 2-3 minutes, a message should appear on the Redline Agent that the GWAVA 4.x agent has been

registered to the Control Center and shows up in the Control Center.

Redline 3.5 © 2011 GWAVA Inc.

61



GWAVA Reload

GWAVA Reload is a tool for backing up, and accessing multiple data sets of your post offices on
NetWare, Linux, and Windows. GWAVA Reload creates ‘Hot Backups’ that can be accessible to a
GroupWise client within minutes.

To configure Reload to operate with Redline, administrators should know the IP address and port of the
GWAVA Reload server's HTTP/HTTPS monitoring port. GWAVA Reload has everything you need for
Redline automatically available, and you don't need to configure anything in GWAVA Reload.

For full monitoring capabilities and reports, you need to run a Redline Agent on the reload box, because
it needs access to some log files.

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the GWAVA Reload Agent. Specify IP address and port of your GWAVA Reload server. Username and
password only are utilized if Reload has been configured to require authentication for the web user
interface.

Redline 3.5 ¥ logout  ® AdminGuide @ Install Guide
Dashboard Alerts. System View Reports Message Tracking Configure Favorites Auto Refresh
| SYSTEM VIEW Summary  Ststus  Settings  Alerts  Reports  Graphs  Configure  Manage
Ei@® oW System Q& [T rediine Agent: RLAgent-rlcenterx32, verion: 2.5.0 (1002), Flatform: Linux 2.0.27.18-5-pae, Uptime: 0d 2h 25m @ Help

[ @ Rediine Agent Agent Information
(B g Rediine Database

scription
Gickl Unique ID (GUID)
& Wonitored Agents

Agents:

frype Description Unique ID Agent Nsme Status HTTP IP Address HTTP IP Port E= Adtion
HosT Hast 3 - enabled - - - R

& Add or Edit Monitored Agent

Agent Type Reload -
Stetus: [ Ensbiea

HTTP Address

HTTP Port: 7184

HTTP Username admin

HITP Password sesensse

Use sSL: B ves

‘Agent Name:

Agent Name Suffix

2 oK

After 2-3 minutes, a message should appear on the Redline Agent that the Reload agent has been
registered to the Control Center and shows up in the Control Center.
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GWAVA Retain

Retain is a new archiving solution for GroupWise, which is based on two components: Retain Server and

Retain Worker. Both components can be monitored with Redline, and all you need to do is enable

monitoring in Redline.

Because of the fact that Retain is a Java application and uses Tomcat for the web interface, you need to

use port 48080 for monitoring. Specify IP address, port, username and password.

Redhne 9.2 F Logout @ AdminGuide  © Install Guide
Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Settings  Alerts  Reports | Graphs  Configure  Manage
|

o Ear Redline Agent: RLAgent ricenterx32, version: 3.5.0 {1003), Platiorm: Linux 2.6 27.18.5-pae, Uptime: 0 3h 35m @ Help
E @ Rediine Agent Agent Information
(B § Rediine Database Description Value

Gickal Unigue ID (BUID) 2

& Monitored Agents

Agents: Tvpe Desaiption Unique ID Agent Name Status HTTP IP Address HTTP IP Port ssL Adion

osT Host 3 enabled =4

&7 Add or Edit Monitored Agent

Agent Type: Retain Server -

Sietus: [ Enablea

HTTP Address

HTTP Port 7184

HTTF Username: admin

HTTP Password: ey

Use ssL: [ ves

Agent Name:

Agent Name Suffix

& OK

After 2-3 minutes, a message should appear on the Redline Agent that the Retain Server or Worker has
been registered to the Control Center and shows up in the Control Center. Make sure to configure both,

Retain Server and Worker separately in Redline.
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GWAVA Reveal

Reveal is a powerful tool for examining the contents of a live GroupWise system and a Reload System.
Authorized administrators may access any mailbox without special rights. To enable auditing security,
GWAVA Reveal 1.1 or higher provides an option to produce auditing information and send it to the
Redline Control Center automatically.

GWAVA Reveal . x|

Decide which auditing method to use @/]

% Use Redline for auditing. If Redline becomes unavailable, auto-fallback to textfie auditing.
" Use Redline for auditing, If Redline becomes unavailable, shutdown Reveal,
€ Use simple textfile auditing only.

Mote: If no auditing is possible, Reveal will shutdown immediatehy!

Configure Redline auditing settings Redline @/]
Redline - Complete GroupWise
Server IP address: |192. 165.10.56 Monitoring and Reporting at your
Server port: 5500 il| fingertips. Mare information here
) . =]
Server timeout {ms): 300 =
Reqistration name: I 7 | X
Registration code: I X
Configure textfile auditing settings @/]
Auditing directory: I\WWEﬁﬁsys\tﬂp E

Maximum logfile size (kb): |1024 j'
=]

Minimum free disk space (MB): IEL’J =

Mote: Make sure users have read/write access to the chosen auditing directory.

o one |

After Redline is installed, in Reveal, go to Administration/Auditing Settings, and click the Lookup button.
Provide the path to RLCENTER.CONF file of the server running the Redline Control Center. This is
typically in /opt/beginfinite/redline/conf and should automatically populate the rest of the page.
Otherwise one must manually enter information such as the Redline Control Center IP Address and Port,
as well the Registration Name and Code for Redline.

Reveal can automatically communicate directly with the Redline Control Center. It does not need to use
a Redline Agent at all.
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Host Platform
The Host monitoring agent is added automatically on install, though if the monitored agent is ever
removed from the Redline system, it can be re-added without hassle.

ONLY add the host if it is missing, or has been removed from the system.

Every host platform (Linux, NetWare, and Windows) is important for running applications on top of it. If
something is not correct with the host, the application usually can't perform as it potentially would.

CPU speed, disk space, available memory, etc. are all important parameters. Every host where a Redline
agent is running on can be monitored. In order to enable host monitoring, you only need to enable this
through the Control Center web interface:

Redline = ¥ Logout @ AdminGuide @ Instail Guide
=
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary | Status | Settings | Alarts | Reports  Graphs | Configura  Manage
|
H@ oW system Q& BTN rediine Agent: RLAgent-rlcenterx32, version: 2.5.0 (1002), Platiorm: Linux 2.6.27.18-5-pss, Uptime: 0d 2h 35m & Help

@ Redine Agent Agent Information

[ § Redine Datahase Desoription Value
Glokal Unigue 1D (GUID) 2

& Monitored Agents

Agents:

[Type Desaiption Unique ID Agent Name Status HTTP IP Address HTTP IF Fort s5L ‘Adion
hosT Haost a - enabled - - - g 4

& Add or Edit Monitored Agent

Agent Type Host -
Status: [ Ensbied

Agent Name:

Agent Name Suffix

@ OK

After 2-3 minutes, a message should appear on the Redline Agent that the Host has been registered to
the Control Center and shows up in the Control Center.
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NotifyLink 4

NotifyLink 4 is supported in all NotifyLink builds from September 2005 onwards. The NotifyLink
Enterprise Server for GroupWise requires three components to be installed - the SQL Database, the Web
Server and the Messaging Server. The system and server requirements vary depending on the
components being installed, and whether or not they are on a single or multiple servers. Obviously, the
installation and configuration of NotifyLink systems are beyond the scope of this manual; however, in
general, the components that must be installed with a NotifyLink Enterprise Server are:

Messaging Engine
Database

Web Interface
Device Client

YV V V VY

Please consult the NotifyLink 4 documentation for further details.

From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor
the NotifyLink Agent. Specify IP address, port, username and password of your NotifyLink server.

Red I | ne ¥ Logout @ AdminGuide @ Install Guide
R ————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Dashboard Alerts System View Reports Message Tracking Configure Favorites. Auto Refresh
SYSTEM VIEW Summary | Status | Settings  Alerts  Reports  Graphs  Configure = Manage
|
E@ oW system Q& FIINTEAN rediine Agent: RLAgent-ricenterx32, verion: 3.5.0 (1003), Platform: Linux 2.8.27.18-5-pae, Uptime: 0d 3h 35m @ Help

@ Re it Agent Information

(g Rediine Database Description Value

Global Unique ID (GUID) 2

& Monitored Agents

Agenss [rype Description Unique 10 “Agent Name Status HTTP 1P Address WITP IF Fort SsL “Action
osT Host 3 - enabled - - - =%

& Add or Edit Monitored Agent

Agent Type NotifyLink Server -
Status [ Enables

HTTP Address

HTTF Fort: 7184

HTTP Usemame: admin

HTTP Passwor d. seesenee

Use S5L: [ ves

Agent Name:

After 2-3 minutes, a message should appear on the Redline Agent that the NotifyLink server has been
registered to the Control Center and shows up in the Control Center.
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Redline Agent

Every Redline Agent (Linux, NetWare, and Windows) needs some sort of self monitoring to make sure
alerts are generated correctly and information is collected on a regular basis. If something is wrong with
the Redline agent, it may inhibit data collection, resulting in incorrect reports, graphs, alerts, etc.

Every Redline agent can be monitored. In order to enable Redline Agent monitoring, you only need to
enable this through the Control Center web interface:

Redllne <F Logout @ Admin Guide @ Install Guide
N, S ——————

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs  Configure  Manage
| -
& B 7 ~ 2 a 50 \ 2 28 = g
Hi@ oW System [N GW Message Transfer Agent: RLAgent-RETAINZ, version: 3.5.0 (1003), Platform: Linux 2.6.27.19-5-pae, Uptime: 0d 10h 38m @ Help
s GW Internet Agent Agent Information
GW Message Transfer Agent Description Value
Global Unique ID (GUID) 4
GW Post Office Agent
& Wonitored Agents
GWAVA 4.%i5
S Agents Type  Desaiption Unigue ID Agent Name Stetus  HTTP IF Address HTTP IF Fort SSL Action
os =
GW4V4  GWAVA 4.%/5 1 gwava 5 ensbled  192.168.1.104 49282 dizspied [
Redline Agent puy
2 GWIA  GW Intemet Agent 8 - ensbled  192.168.1.104 9850 dissbies [
i HOST  Host 5 B enabled - B - il
NyGi o=
Sl hiTA GW Message Transfer Agent 15 - enabled  192.168.1.104 7150 dgissbled |4 o
PoA GW Post Office Agent 13 - ensbled  192.168.1.104 7181 dissbles [

& Add or Edit Monitored Agent

Agent Type: Redline Agent -
Status: Enabled

Agent Name:

Agent Name Suffix:

2 0K

After 2-3 minutes, a message should appear on the Redline Agent that the Redline Agent has been
registered to the Control Center and shows up in the Control Center.
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Blackberry Enterprise Server

The BlackBerry Enterprise Server components can be installed on one server, or on multiple servers.

Obviously, the installation and configuration of BlackBerry servers and clients are beyond the scope of

this manual; some basic GroupWise requirements for BES are:

GroupWise Requirements

>

>

>

Configuring Blackberry Enterprise Server L 2l

In the Windows Control Panel, select the BlackBerry
Server Configuration panel. Note the Logs directory Groupwize Settings | MobleDataSewice | Attachment Server |
shown at the top. This is the location that must be
Speciﬁed as the PATH parameter in Redline IFiIes\Hesearch In Motion'BlackBery Enterprise ServeriLogs' Browsze... |

Leave Log File Prefix blank, and ensure the Create Daily

Log Folders checkbox is enabled [ o=y |
Service Mame | Setting | -
. . A BlackBemy Attachment Service
Scroll through the BlackBerry Service Log Settings and 43¢ Debug log dentiie: ey =
set the various services as follows: i e
ebug log lewvel: 4
43 Diebug log size [MB]: 1]
. ope ¥ Debug log auto-rall: yes
> Debug log identifier -Leave unchanged 1 Dobug logmasimum deipfle age: 14
> Debug |og da||y file - Yes B BlackBeny Attachment Conversion
Abe [ebug log identifier: ACHY
> Debugloglevel -4 ¥ Debug log dail fle: yes
H _ H H 43 Diebug log lewvel: 4
> Debug Log Size (MB) - 0 (unlimited size) . Debiciog su ME ;
> Debug log auto-roll - Yes ¥ Debug log autorol: ves =
> Debug log maximum daily file age - 7-14
days (0 keeps logs forever) [0k | Cocel | cop |

Novell GroupWise system version 6.5 SP1 or later for post offices containing BlackBerry users. The
GroupWise system must be installed on a computer different than the computer running the
BlackBerry Enterprise Server.

A trusted application key is generated to enable communication between the BlackBerry Enterprise
Server and the primary domain of the GroupWise system. The trusted application key is used by
subsequent secondary domains. If there are multiple BlackBerry Enterprise Servers in a BlackBerry
Domain, each BlackBerry Enterprise Server uses the same trusted application key to access
GroupWise.

The trusted application key must be provided during the BlackBerry Enterprise Server installation. If a
new trusted application key is generated after installing the BlackBerry Enterprise Server, update the
BlackBerry Enterprise Server configuration with the new key.

BlackBerr Server Configuration Panel -:': B!aCkBefry

[atabase Connectivity I BlackBermy Server Logging | BlackBermy Router

I Log file: prefis ¥ Create daily log folder

— BlackBerm Service Log Setting:

Reboot the BES server. The log file settings take effect only after reboot, or after restarting all BlackBerry

services.
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From the Redline Control Center, go to the System View and pick the Redline Agent which will monitor

the Blackberry Enterprise Server. Specify the path to the log folder.

Redline # Logout @ AdminGuide @ Install Guide
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
SYSTEM VIEW Summary | Status | Settings | Alerts  Reports  Graghs  Configura  Manags
k B Q& [FETNTIAM redine Agent: RLAgent.rlcenterx32, version: 2.5.0 (1003), Platform: Linux 2.8.27.18-5-pae, Uptime: 0d 3h 35m @ Help
(@ Redine Agent Agent Information
Redline Database Desoription Value.
He pt
Globsl Unique ID (GUID] 2
& Monitored Agents
Agents: fType Desaiption Unique ID Agent Name Status HTTP IP Address HTTP IF Pert ssL Action
fiosT Host 3 =nabled g 4
& Add or Edit Monitored Agent
Agent Type: RIM BlackBerry Server -

status [ Enabies
Agent Pth:
Agent Name:

Agent Name Suffix:

@ OK

After 2-3 minutes, a message should appear on the Redline Agent that the Blackberry Enterprise server
has been registered to the Control Center and shows up in the Control Center.
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Vertigo
Redline monitoring in Vertigo is accomplished without any Redline agent. Vertigo reports and connects
directly to Redline. All configuration required for Vertigo monitoring is contained inside Vertigo.

Settings|

To configure Vertigo to connect to Redline:
» Start Vertigo and connect to the GroupWise system.
» Select 'Auditing' from the 'Settings' menu. —
» From the 'Configure Auditing' menu, select the desired one
of the two options:
1. Use Redline for Auditing. If unavailable, auto fall-back to
text auditing.
2. Use Redline for Auditing. If unavailable, shutdown Vertigo.

L.+ Debugging 3
Send logfiles to GWAVA Support
Auditing

Single UserMode

Multi-User Mode

Show Distribution Lists

Show External Entities

Show Resources

Show Users
> Enter the IP address or R o e ]|
host name of the Redline = Configure audiin
Server
> Select the port that the Dedde which auditing method to use

Control Center iS Cu rrently O use Redline for auditing. If unavailable, auto-fallback to textfile auditing.

@Use Redline for auditing. If unavailable, shutdown Vertiga.

I iSten i ng On (d efau It port OUSE simple textfile auditing only. If unavailable, shutdown Vertizo

6900) CINo Auditing
> S eCi the timeout Set in Configure Redline auditing settings
p '
number of Seconds (300 iS Server DNS name or IP address: 10.1.9.25
default and recommended) | =" oo 2
Server timeout {ms): 300

» The registration must
match the registration )
code and company name
configured in Redline.
(The registration code and
name is used by the
Control Center to
communicate with
agents.) o Cancel

Registration code: 12345

The registration may be configured in two different methods: automatic, or manual. If manual: input
the registration code and company name, leaving the registration details blank. If automatic: upload the
ricenter.conf file from the Control Center by using the browse button on the 'registration details' line.
The correct information will be added automatically.

After filling out registration, Vertigo will register and appear in Redline automatically.
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Appendix

POSIX, UNC, and NetWare Paths

There are four common file path formats that Redline uses.

>

>
>

>

UNC (Universal Naming Convention) is used commonly on Windows and occasionally on NetWare. An
Example of UNC is \\servername\volumename\path

Mapped Drive format is used exclusively on Windows. An example is driveletter:\path1\path2
NetWare path format is used exclusively on NetWare. An Example is volumename:\path1\path2, or
server/volume:\path1\path2

POSIX is used on Linux, but also is used on NetWare by Redline. A POSIX example is /path1/path2

Although Redline gathers the majority of its information via HTTP (and thus is file system independent),

there are several circumstances when file paths must be specified (and hence the specific format used is

important):

>

>

>

The RLAGENT and RLCENTER configuration files specify directory paths for internal Redline directories
such as the Database or Reports locations.

The RLAGENT file may contain PATH specifications for integrated components such as BES, Guinevere,
and the API Gateway that do not have HTTP servers.

Behind the scenes, Redline gathers log file information from many agents. These log files must be
located in an accessible location.

On Linux and Windows systems, the rules are fairly straightforward:

>

>

For Linux boxes, all paths must be POSIX format. UNC, mapped drive, or NetWare paths will not
function. When first installed, all your paths will be in POSIX, and you must keep them that way.
For Windows, you may use either mapped drive or UNC format. POSIX, NetWare paths will not
function correctly. When first installed, all your paths will be in mapped drive format, and you may
alter them between mapped drive and UNC as desired.

On NetWare the situation is a bit more complicated. As long as Redline is installed in its default location,

and all of the component agents are on the SYS volume, all should work perfectly. Otherwise:

>

Redline 3.5

Regarding issue 1, if you actually need to change these paths (and in normal operation, even when
moving Redline to another volume, this is not needed), POSIX format is required. See below for the
POSIX and NetWare path discussion

Regarding issue 2: POSIX, NetWare, and UNC paths are all accepted in the PATH section. Hence, it is
recommended that you use NetWare or UNC paths, and avoid the POSIX path issues described below
Regarding issue 3: Redline will automatically deal with NetWare Log File paths read from the HTTP
server and convert them to POSIX format internally, creating mount points as needed (under
sys:\mnt\posix\volumename). So, no extra configuration is normally needed. If you really want to
understand more about mount points, read on.
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//servername/volumename/path

NetWare and POSIX Path Conversion

Consider a standard Netware server, named MJBSERVER, with 2 volumes, SYS and DATAL. Now let’s take
the example of GroupWise being installed on this server, first on the SYS volume and then the DATA1
volume. For simplicity, we’ll assume the GroupWise agents are all installed under a directory right off
the root of the volume named GRPWISE.

Start with the GRPWISE directory on SYS, the Netware path is volume:\path, so in this case it is the
straightforward SYS:\GRPWISE. POSIX format is /path1/path2. In this case it is simply /grpwise. The only
change is to eliminate the volume name and changed to forward slashes.

Other examples of path conversions on SYS would be SYS:\system vs. /system, or SYS:\novell\webacc vs.
/novell/webacc. It may be clear that an issue will arise shortly: namely that POSIX paths don’t include
volume names.

Let us move the GroupWise system to the volume DATA1

The NetWare path will still be straightforward. It will be DATA1:\grpwise. But what is the POSIX path?
The way that Novell solved this problem was to allow users and programs to provide a “mapping”
between POSIX paths and Netware volumes. More specifically, there is a file (which doesn’t exist by
default) in SYS:\ETC called PATHTAB which contains entries such as: POSIXPath<space>NetwarePath

You may specify as many as you wish, using any text editor you please. So the first thing an
administrator might do is create an entry like this: /mygw<space>DATA:\

One might then expect that | could use /mygw/grpwise to refer in POSIX format to DATA1:\grpwise.
Similarly if another directory was off the root of DATA1 called EXAMPLE. | could refer to in NetWare
format as DATA1:\example and in POSIX as /mygw/example

There is one complication, that isn’t so obvious: NetWare is really using a “mount point” to represent
the NetWare volume. The “mount point” must always exist on SYS, and can be more or less arbitrarily
named (but shouldn’t collide with other directories on SYS)

This is a roundabout way of saying that whatever POSIX path specified in PATHTAB must have a
corresponding directory structure on SYS. Let’s take another step-by-step example.

> Create a POSIX path, and | have a directory named ANOTHEREXAMPLE off my GOOGLE volume. The
NetWare path would be GOOGLE:\ANOTHEREXAMPLE
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> Open SYS:\etc\pathtab, and add a mount point. Remember that | can name it how | want. In this case
I’'m going to decide that | want a POSIX path of /mnt/myothervol/anotherexample in the end.

> Add: /mnt/myothervol<space>GOOGLE:\

> I'll save PATHTAB, and then | will create off SYS the following: SYS:\mnt, SYS:\mnt\othervol. Their
contents do not matter. A POSIX compliant program should now be able to use
/mnt/myothervol/example and be redirected to GOOGLE:\anotherexample.

How is this relevant to Redline?

» If you must change the internal configuration paths of Redline, they must be valid POSIX paths,
constructed as above. If you have integrations that use the PATH entry in RLAGENT.CONF, and for
some reason WANT to use POSIX, you can, but you must follow these guidelines.

» Redline handles the issue of log files transparently. All it does is create mount points nhamed
sys:\mnt\posix\volume name and create a PATHTAB entry for you. This is done behind the scenes,
so normally you don’t need to worry about it.
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